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I'"ve 4.6 years of |IT experience in ldentity and Access Managenent with Infosys limted. It involves
troubl eshooting and resol ving workfl ow errors and provisioning user access. | performidentity

and access mmnagenent activities, updating existing access and provisioni ng workfl ows, manage
operations within the | AM environment. Currently |'mworking on automating the work flow of
Security Intelligence and Response Team wi th Phantom and Pyt hon scripting.

I"'mtrained in Python, Solaris adm nistration, Java and PLSQL. |I'mable to handle nultiple tasks
and work as a team Menber. |'ve excellent analytical, problemsolving and programm ng skills.
I"'mconmitted; goal oriented, & has zeal to | earn new things & technol ogi es.

| am graduated in Electronics and Conmuni cation Engineering in 2013 with excellent grades. |
possess good problem solving & interpersonal skills, good communication skills and teamspirit.

WORK EXPERI ENCE

Technol ogy Anal yst

Infosys Limted - Chandigarh, Chandigarh -
Cct ober 2013 to Present

A. Change Managenent:
Installing and upgrading RT and RTIR for inproved request handling with M/SQL dat abase.

B. Pyt hon Autonation:

Aut omating vari ous use cases for the Security Intelligence and Response Team usi ng Python
scripting and Phantomtool integrating it with various tools i.e. Splunk, Request Tracker for
I nci dent Response (RTIR), Renedy etc.

Bel ow are the use cases details:

Use Cases Description

Proxy Bl ocks Enable the ability to bl ock donains and URLs autonamtically on Bl uecoat proxies
using a |list maintained in SPLUNK

Palo Alto Blocks Enable the ability to block donains and URLs autonatically on Palo Alto proxies
using a |list maintained in SPLUNK

Threat Intel Email feed ingestion Take emails froman external distribution group and parse the
emails for 1CCs

Emai | Eradication

Wien a Malicious enail has been detected as being received in the Mcrosoft Exchange enwil
system perform eradi cati on steps to renove the email fromthe email messaging platform

Enai | Quarantine Enmil addresses alerted as nalicious need to be added to a quarantine |ist
Mal war e Response When nalware is detected by alert or scanning initiate containnent
procedures for the affected device in question

Unapproved Devi ces

https://ww. i ndeed. coni r/ Vi kas- Si ngh/ 8644db42854c4f 6a?i si d=r ex- downl oad& kw=downl oad-t op&co=I N

Wien alerts for Unapproved Devices, equipnent that is not in Organization's asset inventory, is
triggered contai nment needs to occur for the device in question

| OC Detect and Scanni ng using Tanium and Fireeye HX

When | ndicators of Conpromise, 10C, are received fromvarious sources, threat intel feeds,
expl oded mal ware the network environment needs to be scanned for any of the indicators of
conprom se provi ded.

C ear Text Passwords detected

Automatically flag users password to reset in Active Directory when an alert in SPLUNK for a clear
text password detected fires

Create ticket from Splunk or MSSP Al ert

Devel op a script that takes the details of an alert froman alert generated in SPLUNK and create
or append to a ticket in the ticketing systemin use

Triage and ldentification Execute the triage and identification steps that are performed manual |y
t oday
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A. ldentity managenent

Infosys Limted -

May 2014 to Decenber 2017
managenment May 2014 - Dec 2017

Following are ny roles and responsibilities in the project:

A. ldentity managenent:

Tracki ng and processing identity creation for all the new hires along with basic access e.g.: Emil,
Active Directory accounts and including mandatory security related groups. Al so, meking sure

access is disabled on the user's departure date and cleaning up of all the access. Review ng

access periodically and updating it accordingly.

B. Access managenent:

This invol ves provisioning/de-provisioning access to users across 300+ applications using various

gl obal and in house tools |like RSA security console, SAP, Identity IIQetc. across nmultiple platforms
li ke, UNI X, Database and application front end. Making sure standard operative procedures (SOP)

are foll owed, validation checks are conpleted and appropriate approvals are gathered before

access is granted.

C. Quality Managenent:

Perform ng quality checks on random sanpl es of requests on daily basis and sharing QAP results
wi th adm nistrators.

- Monitoring and tracking the corrective actions are taken within defined timefrane.

- Doing RCA on mmjor issues
- Devel oping Service |Inprovenent Plan (SIP) and Process | nprovenent Plan (Pl P) based on the
QAP anal ysi s

D. Ri sk Managenent:

Identifying risk areas through daily and periodic report E.g. Segregation of duties violation (SOD)
report, Active directory infraction report etc.

- Wrking with various teans to nmitigate the violations.

- Assisting auditors by provide details and justification on audit sanples.

E. Cient Coordination:

Coordinating with client daily, weekly for the operations, issues and feedback with the respective
reports prepared.

EDUCATI ON

Bachel or of Technol ogy in El ectronics and Conmuni cati on Engi neering

GLA Institute of Technol ogy and Managenent - Mathura, Utar Pradesh

Sept enmber 2009 to June 2013

SKI LLS

SECURI TY (5 years), | NFORMATION SECURI TY (5 years), ACTIVE DI RECTORY (3 years), UN X
(Less than 1 year)

ADDI TI ONAL | NFORMATI ON
TECHNI CAL SKI LLS

e (perating Systens: Wndows, Solaris

e Languages: Python, Core Java, SQL, Unix

e Software: Sailpoint 11Q Oracle |AM Beeline, SAP, Active Directory, Phantom Quest change
auditor, Mcrosoft Ofice Suite

e Infornation Security: Concepts and best practices



