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Hands-on-Lab 2 && Asset LR Z2E
https://leejungh-public.s3.ap-northeast-2.amazonaws.com/hol/GameLiftFlexHol.zip

Source Code

https://github.com/aws-samples/aws-gamelift-sample/tree/FlexMatch
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Overview of Game
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Z, APl Gateway, Lambda, ElastiCache(Redis), S3, DynamoDB, SQS, 12|11 GamelLift

Service & AF2St Full Stack & StE=ZL|CH
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Architecture Diagram
Otz{o| OF7|El M= K27} O Lab & Sl PtE= ZAYLICE 2A3F Q1 7HL0l| 24 O|H A

OtO|C|0fE OF7|H{X = d2|&= AO| FEFLICH
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Let’s start to stack the full stack!
EAXMQ AZO 2AA A Y S20|HEQL MH HIO|HE|E B 5 CIREE BIEX|

—

OISt Q. 22T ES L2 OF 2F ALY o =& UKD O|H oM 22|= M2t
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O|tH O M AMSE US| CH2 2 E URL 2 2 NS E UL (20| HE HIO[LH 2], MH
HFO|H2|, Lambda ZE 25 ZEE|Of Y& L|CH
ot B AR HOf| O|™ VPC E AFEEA| ZEStM R, OiF |

X 7K MH|A= VvPC O S5dE A0 A LLH £t f2[= 20| HOo{H x2S
VX7t HEL|CE O O M= default VPC & AHE S ZO|X|TH RotCHH 2 M Ao
VPC & AF8StME ML (0| 2 {2{Z0| O
OFCt 7hE5t AL L
O™, 71 5273 Database O M 2B A|ZSHAELICE
Section 1: DynamoDB and ElastiCache — Redis and SQS. With a dash of IAM roles
O &2 DynamoDBE ALE3H AFEXAL FEF UHE ZME MYY AYLIC RE[=
HEE NSt Lot 0] YE= Web2 Sl E2E = Us 2lH 220 AFEE AYL T
Z7t2, DynamoDB 20|l = ElastiCacheE HiX|5H0] 2|Cf HEH|O|HE 7445t T = 20

HMSerLch efLFstH o222 App2 AEH Q7|E & € A0|1, M=o *2l=
Of2{=2| DBt 3¢t = st Fot7t ZE|A &2 AKX BELICL

2= AY 2ots SQSE 0|88l ti7|20 017t LamdbaE 2-8510] DBOf| & &l
AYLC O2iA Z0E HOIS0f| A g W7tX| 7|Ch2|X] g0t L CHO[A2 Eoh Al Y
SE0| CHE 74 /450 22 W7HX] Z|Ct2[X| ot S2|0[A oA & T2 AL8AL s
£ & AFHCL = B2 S20|07t Z& HMe|sforst= Z2E EUizin o IS

dEoiEMR. O| A2 otht 2Es TUA7| FX| @2 MEA dFE T/ 2 AYLILE

Xt, O|™| DynamoDB H|O|2& THE0{ EZI&L|C}

1. AWS 20| 2125t DynamoDB L|O|X| £ 0|5 gFL|LC},
https://console.aws.amazon.com/dynamodb

2. 2|H2 =olgtL|Ct S TIMSIHA BE MH|A QASZ SHLES| 2T 0 A
A A S} OF LT}

3. 250|A Create Table 2 2 =50 DynamoDB H|O|& 4/ dZ A|&fgrL|C}

4. Table name2 “GomokuPlayerInfo” £ 27 5}11, Primary Key= “PlayerName” 2 &
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813 GlOJE] EFYS StringS MEHBILICE 12| LhM Create HHES S2SLICH

Create DynamoDB table Tutorial @

DynamoDB is a schema-less database that only requires a table name and primary key. The
table’s primary key is made up of one or two attributes that uniquely identify items, partition
the data, and sort data within each partition.

Table name*  GomokuPlayerinfo (i ]
Primary key* Partition key
PlayerName String & o

) Add sort key

Table settings

Default settings provide the fastest way to get started with your table. You can modify these
default settings now or after your table has been created.

Use default settings

« No secondary indexes.
« Auto Scaling capacity set to 70% target utilization, at [[51])
minimum capacity of 5 reads and 5 writes
Additional charges may apply if you exceed the AWS Free Tier levels for CloudWatch or Simple Notification
Service. Advanced alarm settings are available in the CloudWatch management console.

5. HO|E0| MLl F0&= StreamS 243} SHL|Ct 7|2X O 2 stream H|ZHd 3} |
(=]
=1

— =
A& LICE Manage Stream HES S&/BtL|C}

ot

GomokuPlayerinfo Close 0 = H ©

Overview

<O Table is being created

Recent alerts

No CloudWatch alarms have been triggered for this table.

Stream details

Stream enabled No

View type -
Latest stream ARN -

Manage Stream

Table details

Table name  GomokuPlayerinfo
Primary partition key  PlayerName (String)
Primary sort kev -

Copyright 2017, Amazon Web Services, All Rights Reserved Page 7
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Manage Stream X

View type Keys only - only the key attributes of the modified item
New image - the entire item, as it appears after it was modified
Old image - the entire item, as it appeared before it was modified

©New and old images - both the new and the old images of the item

6. New and old images S {E{S} 11 EnableH| E2 = 2 2L(CH
7. 7280 HH2 ERSLICH O|N HAE GO MES D=0

Aol L|Ct. H|O| =0l M
Items B2 MEASHL|C}

A

GomokuPlayerinfo Close 0 = H ©

Overview Items Metrics Alarms Capacity Indexes Triggers Access control Tags

o o

Scan: [Table] GomokuPlayerinfo: PlayerName A Viewing 0 to 0 items

[Table] GomokuPlayerinfo: PlayerName

© Add filter

Start search

PlayerName

8. Create Item = = E0l0] ME2 o532 UH=0{FL|CH
=1

9. HEUYIMM + HES

Copyright 2017, Amazon Web Services, All Rights Reserved Page 8
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Create item

+ ¥
Tree « = 5%

v Item {1}
(+] PlayerName String :

Append v
String
Binary
Number
StringSet
NumberSet
BinarySet
Map
List
Boolean
Null

Insert

Remove

10. CHS A2l 4o} ZOLE W7HA| GIO|EIS A% &7Hs1ELICH 12|12 save HES
S2/310) MASLICH (H[0IE EF0) FoliFEHN )
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Create item
Tree « % %

v Item {5}
PlayerName String : SomeName

Lose Number : 10

(+}

(+}

(+] Password String : 12345678
[+] Score Number : 1234

(+)

Win Number : 5

(*) Items tabOf| A| Scan, [HIO|2 O|&] & MESI D Start searchHHES2 F2H Q{0 A F7}5t

—
&=0[ 3} HO| LEfLHE AS =l & 5= AL
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1. AWS 2&0| A ElastiCacheZ O|& gt L|LC}. https://console.aws.amazon.com/elasticache

2. ElastiCache clusters e L|Ct 22|= Redis A TS A2 A L|C

3. O3 238 PXet 20| 2ot 25 YIS LICL

Create your Amazon ElastiCache cluster

Cluster engine @ Redis

Redis settings
Name
Engine version compatibility
Port
Parameter group
Node type

Number of replicas

» Advanced Redis settings

Name: gomokuranking

In-memory data structure store used as database, cache and message
broker. ElastiCache for Redis offers Multi-AZ with Auto-Failover and
enhanced robustness.

Cluster Mode enabled

Memcached
High-performance, distributed memory object caching system, intended
for use in speeding up dynamic web applications.

gomokuranking

5.0.4 v
6379

default.redis5.0 v
cache.t2.medium (3 GiB) v
0

Engine: 5.0.x (As 0of 2019 June, 5.0.4)

Port: 6379 (default)
Parameter group: default
Node type: t2.medium

Number of replicas: 0

Copyright 2017, Amazon Web Services, All Rights Reserved
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4. BE 2780| A= |, Create HHEZ =250 Redis S AHE gL (AZHO]
g d2|7] iz th= BA 2 SQ Sdds BN A = ASL L)
5. Qrek £ VPCUOA M35t 4 CHH Advanced Redis setting I O] X| 2 0| 5}0
oj2{&o| VPC YEE Y LCt,
6. B4t Redis 22 AE 2| &Ef7} availableO| E|H Primary EndpointE 2
< = x = L .
7|Z5E L =& = Lambda “°d A0 SiS EndpointZt AHE &l LI,
Create Reboot Delete Modify o & (2]
Viewing1of1Clusters (I
[ ] Cluster Name 4  Mode v Shards * Nodes ~ Node Type v Status v
[ ] v gomokuranking Redis 0 1 node cache.t2.medium available
Name: gomokuranking Creation Time: August 28, 2017 at 2:38:51 PM UTC+9
Configuration Endpoint: - Status: available
Primary Endpoint: gomokuranking.ybsuea.0001.usw2.cache.amazonaws.com:6379 Engine: Redis
Engine Version Compatibility: 3.2.4 Node type: cache.t2.medium
Availability Zones: us-west-2a Shards: 0
Number of Nodes: 1 node Multi-AZ: Disabled
Description: - Parameter Group: default.redis3.2 (in-sync)
Subnet Group: default Security Group(s):
Notification ARN: Disabled Maintenance Window: wed:13:00-wed:14:00
Backup Retention Period: Disabled Backup Window: Disabled

7. 8’43t ElastiCachel| S Z3t57| 215 gomokuranking 2 2{AEHOf HF S
Hot A8 WE5t 2 EeLICE Ol M50 M= OFF Zittol HOtO F HMS
%“83“31 2SS

Create Security Group x |
\
Name tag GomokuDefault (i ) H
|
Group name | GomokuDefault (i )
Description | Domoku Default (i)

VPC | vpc-6fdade08 | defaultVPC 4 €@

P S ——a————tax —— == L o e S ——— - —__ -

Copyright 2017, Amazon Web Services, All Rights Reserved Page 12



Full Stack Game Demo
Serverless Full Stack with Gomoku

10. Name tag, Group name = 0f Aot EZ |1, VPCe 5= T Sl default

VPCE MEHSILICE (2| ™0 VPCZ} StLtEtH default?t 2 HEA|E|X[&= 4

— Loﬁl_ll:'-)
11. 20t O& e 412 2I5t0 inbound BME 4=7ol{of tL|Ct MM

of 2ot O F
MEESI D Inbound Rules® & 2&!8HL|CL.

mjo

=

(75 TN TG Security Group Actions v - & ()

Filter All security groups v Q gomoku X

1 to 1 of 1 Security Group
Name tag «  GrouplD v Group Name v VPC ~ Description

@  GomokuDefault sg-d1406bab GomokuDefault

vpc-6fdade08 | defaultVPC Domoku Default

sg-d1406bab | GomokuDefault

_ NN

Summary

Type Protocol PortRange Source

Inbound Rules Outbound Rules Tags

You do not have any Inbound Rules.

o 1 o
& | Group IDE BLICL O|HA SO 2N O EOt 1E StEts
SAES MHIAETE| SAS T 4 USLICEL AN 2ot 5 7|98l SLICt

Create Security Group Security Group Actions v

c % ©
Filter All security groups ¥ Q gomoku X 1to 1 of 1 Security Group
Name tag «  GroupID ~  Group Name ~ VPC ~ Description v
[ ] GomokuDefault sg-d1406bab GomokuDefault

vpc-6fdade08 | defaultVPC Domoku Default

sg-d1406bab | GomokuDefault

_ N |
Summary Inbound Rules Outbound Rules Tags
Cancel
Type Protocol Port Range  Source Remove
ALL Traffic 4 [ ALL 4 ALL sg-d1406bab (i) (%)

Add another rule

Type: All traffic
Protocole: All
Source: Security Group itself

13. 22 05 dd= &

ZOFRALIHH CHA] ElastiCache H|O|X| 2 Z0t2t -4 ot Redis

Copyright 2017, Amazon Web Services, All Rights Reserved Page 13
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Modify Cluster

Engine
Engine Version Compatibility
VPC Security Group(s) GomokuDefault (sg-ab765ac1) 4
Parameter Group  default.redis5.0
Node Type  cache.t2.medium (3.22 GB ... (i)
Enable Automatic Backups ©@Yes' 'No €
Backup Retention Period 1 day(s)
Backup Window 00 BJ: oo JUTC- o1 B: oo | UTC
Maintenance Window  Thursday o6 [ : 30 [J UTC- Thursday o7 @: 30 Gutc

Topic for SNS Notification*  Disable Notifications Manual ARN input o

Apply immediately (i)

2st0] gtasiL|Ct

ElastiCache 278 & 225IAELICt O|X sQs €8S AIZRL L SQSE 083510 A& Zut

1. 250X SQS W& =L L L} https://console.aws.amazon.com/sqs
2. Create New QueueE 2510 ‘d-dS A|ZELICt Queue O| 52 game-result-

queueZ YU H3}I11, Standard Queues X B3 Tl Quick-Create Queue HES

Copyright 2017, Amazon Web Services, All Rights Reserved Page 14
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22510 Queue MHE 2F BtLICE

Create New Queue

Queue Name €

What do you want to name your queue?

[ game-result-queue]

Region €) Asia Pacific (Seoul)

What type of queue do you need?

Standard Queue

FIFO Queue

Unlimited Throughput: Standard queues support a nearly unlimited
number of transactions per second (TPS) per API action.

At-Least-Once Delivery: A message is delivered at least once, but
occasionally more than one copy of a message is delivered.

Best-Effort Ordering: Occasionally, messages might be delivered in an
order different from which they were sent.

High Throughput: FIFO queues support up to 300 messages
(300 send, receive, or delete operations per second). When yo
messages per operation (maximum), FIFO queues can suppori
messages per second. To request a limit increase, file a suppo

First-In-First-out Delivery: The order in which messages ar
received is strictly preserved.

Exactly-Once Processing: A message is delivered once an
available until a consumer processes and deletes it. Duplicates
introduced into the queue.

[1]

[¢]

3. Queue 40| 2tF E|H Details0l £0|= endpoint URLE 7| Fdl&L|Cf OHEL7HX[ 2

F1O| Lambda &2 T EO| AR O & LIC.

Filter by Prefix: Q Enter Text... X 1€ € 1otoftiems > 1
@ Name ~  Queue Type ~ Content-Based D ~ v in Flight- Created ~
@ game-result-queue Standard N/A 0 0 2017-08-28 14:40:33 GMT+09:00
1 SQS Queue selected _N =l =]
Details Permissions Redrive Policy Monitoring Encryption
Name: game-result-queue Default Visibility Timeout: 30 seconds
URL: https://sgs.us-west-2.amazonaws.com/ el selsusus/game-result-queue Message Retention Period: 4 days
ARN: am:aws:sgs:us-west-2: 4805604 18:game-result-queue Maximum Message Size: 256 KB
Created: 2017-08-28 14:40:33 GMT+09:00 Receive Message Wait Time: 0 seconds
Last Updated: 2017-08-28 14:40:33 GMT+09:00 Messages Available (Visible): 0
Delivery Delay: 0 seconds Messages in Flight (Not Visible): 0
Queue Type: Standard Messages Delayed: 0
Content-Based D N/A
Copyright 2017, Amazon Web Services, All Rights Reserved Page 15



Full Stack Game Demo

Serverless Full Stack with Gomoku

g Queuegf 2t7H| Ot77t 444 =l Dynamo DB, ElastiCachel| &

22 59| LambdagE &3t

Opx|ato 2, o|H H&0|A BtE+= full stack applicationOf AHEEH 1AM M (policy)2t
Aek(role)s &-geLICt.

1. 24, 9ol AL E EMZ THELICH O] oM = He|E 2IsHAM AWS Managed
policyE FE ARERLICIE, Gamelift A{H|A &= X managed policyE& XS 5HX|
ooz GAHC =z FYMZ Mddof 2LCH &0 IAM K72 O|ae LT}
https://console.aws.amazon.com/1arn

2. H=O0A PoliciesE MEist 1 Create policy HHES 2&8tLILCt

3. Visual editorOf| A| Service= GamelLiftE A EiSI11 ActionsO A= Z2| H|2f All

Gamelift actions& 41 EiefL|C}. Review PolicyS

S EoH0] o= A Z gL ot

0 :

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON
Expand all = Collapse all

v Gamelift (All actions)

» Service Gamelift

v Actions Specify the actions allowed in GamelLift
close

Manual actions (add actions)

« All Gamelift actions (gamelift:*)
Access level

» List (3 selected)

» Read (19 selected)

» Write (18 selected)

Resources Al esources have been selected for you because this service do

» Request conditions Specify request conditions (optional)

Copyright 2017, Amazon Web Services, All Rights Reserved

es not allo

Import managed policy

Clone Remove

Switch to deny permissions @

Expand all = Collapse all

v you to choose specific resources

© Add additional permissions

Cancel Review policy

Page 16
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o o ol
HHo| 0|52 YU=BtL Create policy HHES 228fL|C}
0
Review policy
Name* | GameLiftFullAccess|
Use alphanumeric and '+=,.@-_' characters. Maximum 128 characters.
Description
Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.
S
ummary Q
Service v Access level Resource Request condition
Allow (1 of 189 services) Show remaining 188
Gamelift Full access All resources None
* Required Cancel Previous
5. Ot82 2R Lamdba 501 AL&E 5 7HA| I (Role)S d-dY A LT
6. IAM 2£0{ M Role 0|72 0|52t F| Create role H=2 S &g L|Ct
7. Role type®l A AWS Service Role2| AWS LambdaS M EfBtL|C},

Copyright 2017, Amazon Web Services, All Rights Reserved
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Select type of trusted entity

~ 7

=S SAML

AWS service Another AWS account Web identity Saml 2.0 federation

Allows AWS services to perform actions on your behalf. Learn more
Choose the service that will use this role

API Gateway Data Pipeline loT Service Catalog
Auto Scaling Directory Service Lambda

Batch DynamoDB Lex

CloudFormation EC2 Machine Learning

CloudHSM EC2 Container Service OpsWorks

CloudWatch Events EMR RDS

CodeBuild Elastic Beanstalk Redshift

CodeDeploy Elastic Transcoder SMS

Config Glue SNS

DMS Greengrass SWF

Select your use case

Lambda
Allows Lambda functions to call AWS services on your behalf.

8. O] RoleOfl= 371o| MAS gtetat AQL|CH A B = AmazonSQSFullAccess

SER=TNIE

Create role 1 Q 3 a4

~ Attach permissions policies

Choose one or more policies to attach to your new role.

Create policy 5]
Filter policies v Q sgs| Showing 3 results
Policy name Used as Description
v » N AmazonSQSFullAccess Permissions policy (1) Provides full access to Amazon SQS via ...
» AmazonSQSReadOnlyAccess None Provides read only access to Amazon S...
> I AWSLambdaSQSQueueExecutionRole None Provides receive message, delete messa...

Copyright 2017, Amazon Web Services, All Rights Reserved Page 18
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9. 1 C}S0= AmazonDynamoDBFullAccess ‘&% 3! AWSLambdaBasicExecutionRole
HMS MEfSt 5| Next: Tag HES 22/stLct
Create role ; ° 3) (4

~ Attach permissions policies

Choose one or more policies to attach to your new role.

Create policy o
Filter policies v Q dynamo| Showing 9 results
Policy name Used as Description

v » AmazonDynamoDBFullAccess None Provides full access to Amazon Dyna...

» AmazonDynamoDBFullAccesswithDataPipeline None Provides full access to Amazon Dyna...

> AmazonDynamoDBReadOnlyAccess None Provides read only access to Amazon ...

> aws-iot-role-dynamoPut_-1682581677 Permissions policy (1)

> aws-iot-role-dynamoPut_1796729520 Permissions policy (1)

» AWSApplicationAutoscalingDynamoDBTableP... Permissions policy (1) Policy granting permissions to Applica...

10. Tage ME4 AtZo 2 ASTEL|CE Next: ReviewE MEASHL|CH Role name= Gomok-
game-sqs-process= = ZFL|ICH (AWS Console2| X4 Ul RHIO|E At=tof a2t L2

= =
 IHH oA HELAS = UG

Create role 12 3 0

Review

Provide the required information below and review this role before you create it.

Role name* Gomok-game-sgs-process|

Use alphanumeric and '+=,.@-_' characters. Maximum 64 characters.

Role description Allows Lambda functions to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Trusted entities AWS service: lambda.amazonaws.com
Policies AmazonSQSFullAccess (7'

AmazonDynamoDBFullAccess ('

AWSLambdaBasicExecutionRole (&'

Permissions boundary Permissions boundary is not set

No tags were added.

Copyright 2017, Amazon Web Services, All Rights Reserved Page 19



Full Stack Game Demo
Serverless Full Stack with Gomoku

11. Create role =S SE/5I0] & HH At Y92 =L
12.F B G A BRjet S Yot YYo= WL Ch SHA| 2 o H#Hojl=

AmazonDynamoDBFullAcess, AmazonVPCFullAccess,
AWSLambdaBasicExecutionRole H*& Z=7tstL|C},

13. & B H2to| 0| &2 Gomok-game-rank-updateZ X[ gL},

14. M| iR Role s &0t HH = T L|C} O|H0{= VPC Full Access,
AWSLambdaBasicExecutionRole H*S F=7tdl| & L|Ct.

15. M HR A2to| 0|52 Gomok-game-rank-reader= X[ gL|C

16.4] Hf I Aot st HHo = MdetL(Ct O[Ho=
AWSLambdaBasicExecutionRole, AmazonDynamoDBFullAccess, 12|11 2F0f| A
445t GameliftFullAccess ™S F7tsf| FLICt.

17. 4| #HRY SEto| 0|52 Gomok-game-match-request= X|&etL|Ct,

18. 0K 2 CHA B It s st o 2 MdetL|Ct O[Ho|=
AWSLambdaBasicExecutionRolel} 2 0f|A| 4445t GamelLiftFullAccess HX -2
=718l ZLCt

19.CHA RHFf S&to| 0|52 Gomok-game-match-statusZ X|H gL

=
20, 25 MH0| YREACHH T+ 232 PWHet 20| el e

M

.

o Blo|st A
= =olgt =

(o) =

AEL|CE

Q gomok Showing 5 results

Role name +

Gomok-game-match-request
Gomok-game-match-status
Gomok-game-rank-reader
Gomok-game-rank-update

Gomok-game-sqs-process

21. vpA o g2 dteo] 98-S o AU 2 E LambdaZF AFE S &8-S
A sHARE, o] Holl = GamelLiftol| Al A7d 1= Fleetol A AF&3F S 3HS
GamelLift®] Fleetol A+ Game?] Z23}& SQS| A& uf AL-&3}= 3
Q3.

22. Create Role= A Esle] A28 AS AT o] I A8 Gamelift

Copyright 2017, Amazon Web Services, All Rights Reserved Page 20



Full Stack Game Demo
Serverless Full Stack with Gomoku

AH) 27t st B2 GameLiftE A8 22 Hels)of a4 7 #% o= GamelLift7}
AMH| 28 FAH A FHUTE o] 7| A= EC2E MEsta &0 7 o5t

Create role 0 > 3 4

Select type of trusted entity

o AWS service @ Another AWS account @ ‘gleb‘ldentltyo - SAML 2.0 federation
. EC2, Lambda and others Ml Belonging to you or 3rd party ps)g\l/?clit:ror any Open Your corporate directory

Allows AWS services to perform actions on your behalf. Learn more

Choose the service that will use this role

EC2
Allows EC2 instances to call AWS services on your behalf.

Lambda
Allows Lambda functions to call AWS services on your behalf.

API| Gateway Comprehend ElastiCache Lex SMS
AWS Backup Config Elastic Beanstalk License Manager SNS
AWS Support Connect Elastic Container Service Machine Learning SWF
Amplify DMS Elastic Transcoder Macie SageMaker
AppSync Data Lifecycle Manager ElasticLoadBalancing MediaConvert Security Hub
Application Auto Scaling Data Pipeline Forecast Migration Hub Service Catalog
Application Discovery DataSync Glue OpsWorks Step Functions
Service

DeeplLens Greengrass Personalize Storage Gateway
Batch

Directory Service GuardDuty RAM Textract
CloudFormation

DynamoDB Inspector RDS Transfer
CloudHSM

EC2 loT Redshift Trusted Advisor
CloudTrail

EC2 - Fleet loT Things Graph Rekognition VPC
CloudWatch Application . )

. EC2 Auto Scaling KMS RoboMaker WorkLink

Insights
CloudWatch Events EKS Kinesis S3 WorkMail
CodeBuild EMR Lambda
CodeDeploy

23. 0] ¥&to] I Q 3k P3S AmazonSQSFullAccess

il
2
)
i
i
o
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Create role ] ° 3) (a4

~ Attach permissions policies

Choose one or more policies to attach to your new role.

Create policy o

Filter policies v Q. sq Showing 15 results

Policy name + Used as Description

v » N AmazonSQSFullAccess Permissions policy (3) Provides full access to Amazon SQS v...
» T AmazonSQSReadOnlyAccess None Provides read only access to Amazon ...
» I AWSLambdaSQSQueueExecutionRole None Provides receive message, delete mes...
» T AWSQuicksightAthenaAccess Permissions policy (1) Quicksight access to Athena APl and ...
» F AWSQuickSightDescribeRDS None Allow QuickSight to describe the RDS ...
» T AWSQuickSightDescribeRedshift None Allow QuickSight to describe Redshift ...
» AWSQuickSightlIAMPolicy Permissions policy (1) Grants Amazon QuickSight list permis...
» W# AWSQuickSightloTAnalyticsAccess None Give QuickSight read-only access to |...

» Set permissions boundary

* Required Cancel Previous Next: Tags

et

24. 93t o] 22 Gomoku-GameliftFleetRole = ¢ &3t}
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Create role

Review
Provide the required information below and review this role before you create it
Gomoku-lGameLiftFleetRole

' characters. Maximum 64 characters.

Role name*
Use alphanumeric and '+=,.@-_'

Role description Allows EC2 instances to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Trusted entities AWS service: ec2.amazonaws.com

Policies AmazonSQSFullAccess (4

Permissions boundary Permissions boundary is not set

No tags were added.

Cancel

* Required

A8 AL = 9= A H| AE GamelLift= W

;}04 rust relationships
=4

O}?/Hg} 2ol ec2® Ho] ¢
=8t AFF

26. )& F-E-S gamelift= ¥ 743}

Edit Trust Relationship

You can customize trust relationships by editing the followin

Policy Document

- {
"Version": "2012-10-17",

- "Statement": [

v {

"Effect": "Allow",
"Principal”: {
"Service": "gamelift.amazonaws.com

},
"Action":
}
]
}

"sts:AssumeRole"

Copyright 2017, Amazon Web Services, All Rights Reserved
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Section 2: Lambda Lambda Lambda
O|™ MM7X| L2|& full game stack| 7H& 7| XX Q1 AMH[A

MEAZAYE B2 A 218 M2l Lambda &

gL X 2HEE

Ol B M= & 3709 Lambda &4+E Mg A L|Ct

1. 2&0|AM Lambda M+ 2 O| & & L|LC}. https://console.aws.amazon.com/lambda

2. Create function HE2 S E50] AW & HdS AlZerL|C

3. Author from scratch I 7 & MENSIY] Bl &t=F M H-derL|Ct

4. Name &=0f= game-sqs-process= & = L|LC}.

5. Runtime-> Python 2.7-5 A &g T},

6. Permissions &= 0| A| Role 2 Use an existing roleg ME{SID 7|=0f S0 E

Gomok-game-sqs-processS A EiSt 11 Create functions A& e L|C}.
7. 440] 2t 2 E|H Designer1&2| Add triggers SHEHO| SQS(Simple Queue Service)S
Lambdal| Al E2|AHZ MEASHL|CH O™

M E LT

SHEHOI| Configure triggers 1& 0]

v Designer
Add triggers p
Choose a trigger from the list & game-sqs-process
below to add it to your function.
< 0
API| Gateway = Layers ©
AWS loT P2y sQs & AWS Lambda

Application Load Balancer
CloudWatch Events Add triggers from the list on the left
CloudWatch Logs

CodeCommit

Cognito Sync Trigger

DynamoDB

Kinesis

S3

SNS

SQs

Eﬂ AWS Resource Groups
Amazon CloudWatch

Amazon CloudWatch Logs

Amazon DynamoDB

578 Amazon DynamoDB Accelerator (
DAX)

21 Amazon EC2

Copyright 2017, Amazon Web Services, All Rights Reserved
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8. SQS queuet A M-t SQSQ| arn0 MEE| Q= AS = QITHLICE Enable
trigger?t ME4El S 2018t Add HHES MetL|Ct,
Configure triggers
SQS queue
Select an SQS queue to listen for updates on.
Q, arn:aws:sgs:ap-northeast-2:111111111190:game-result-queue X

Batch size
The largest number of records that will be read from your queue at once.

10
In order to read from the SQS trigger, your execution role must have proper permissions.

Enable trigger

Enable the trigger now, or create it in a disabled state for testing (recommended).

9. CEAl HEFQ| Designer 1§22 Z0e} Of2fe| Mg a0 HEE 115t
Lambda &5 2HEILICE (GameliftFlexHol.zip THY S =S8 A|SHH Lambda 24
20| A= GameResultProcessing.pyOll Al BEA|El H-E HSHA =S| HojF=

g LI

Code: GameResultProcessing.py It 22| Li-& & Copy&Paste?fL|Ct. ZE L2

f
region_name 22 O|Z{£0| S F=HSt= 2|H2E E|0] J=X| ZQletL T (of:

ap-northeast-2)
Advanced settings: 128MB Memory and 0 min 30 sec timeout
region_name : {22 0| AFE3HA|= 2|2l ZEYL|CH

=

10. Save HES 2
t

= S 2}
HaE 210{2f DynamoDB 0 YE|0|ESt= A2 S +
Ch=

iL

'5|.0:| 'O;I-_/'\_% AHJgJ‘é‘H_' [:|-. AHA—I'Q- St

T HAM Lambda FH= 22| Lambdalt= Al Python HiZ I{7|X| & SME H=E L0
Lambda &5 49 A LT O|F0| M-t gt4== Python & SDKEHS AE3H7|
20f Qlatel HET|E AFERX|T, CHE Lambda &S Redis 2t0|E2{2| & & X=3}7
20 HiZ TH7|X| & PEE ot &5 Hde AULICH Lambda €& Python HiZ

= Ol

=
= A= ofF F2 7|2 Y

If7|X| & YZESHO] g3l

itz
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AA ACE XM ($H)S S HIE Ii7|X| HERE £2 CHS(LambdaDeploy.zip ItY) 0|2
YZESIY Lambda &S dde AYLICL (2Hef HiZ TH7|X| & O{EAH HY HE=X] €2
HNOAICHH Appendix AS EZESIN L)

1. GameliftFlexHol.zip It ¥ 2| Lambda &5 }2|0] LambdaDeploy & 0f| GetRank.py2f
Scoring.py2t= 5 7H2| Python Lt 0| H & Zd I L|C,

boto3
boto3-1.4.6.dist-info
botocore
botocore-1.6.8.dist-info
concurrent
dateutil
docutils
docutils-0.14.dist-info
futures-3.1.1.dist-info

L GetRank.py
jmespath
jmespath-0.9.3.dist-info
python_dat...6.1.dist-info
redis
redis-2.10.6.dist-info
s3transfer
s3transfer-....10.dist-info

vV VVVvVYVvVVvVVYVYY

vVVYyVvVVvVYVvYVYYy

k4 Scoring.py
six-1.10.0.dist-info >
L six.py
six.pyc
2. ?M Scoring.py It¥ S E11 6HM| =2| Redis 2AH HEE O2{20| dMt

ElastiCache2| EndpointZ =%t L|Ct.

3. & HMZ GetRank.py Lt 22 E11 6HA| =2| Redis EHAH HEE dM%H
ElastiCache2| EndpointZ = %tL|Ct.

4. F 0ol ot 2= XESH 5, CA| LambdaDeploy.zip2 2 &l &ELICH (A1
“LambdaDeploy"Z 7 Y=L 0f| Z=ete[™ OHEIL|CE &, GetRank.py &

Scoring.pyIt 2 =T LY FEZ =0 RUA0{OF SL|LC})
HizZ i 7|X| £ 2t-d5tAE LT O|X| O] 0|83t0 Lambda &+E -5t &L T

1. & AMQt SUSHAH Author from scratch 0|5 S MEISIO] SH4= MM

=
2. Name2 game-rank-update2 £ X|d35}11, Runtime2 Python 2.72 Ei5t 1,
Role2 Gomok-game-rank-update2 1E43}11 Create functiong +&LLCt.
3. Function code 1&W A Code entry type= Upload a .ZIP fileZ ME{SI

LambdaDeploy.zip2 & ZE=%tL|Ct,
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4. Handler 250 A& Scoring.handler & 2 &3tL|LCt

5. StEHO| Basic settings 1E0IA TimeoutE 1222 #HZAgL|CE

Basic settings

Description

Memory (MB) Info

Timeout Info

1 ¢ Imin | O sec

Off -3t ElastiCache?t &= VPCE MEATIL|CE,
Al2, Security Group2 O| 0| M3 H

AlZ] BFEfLEF.

i

6. Network &=0 A VPCE 7|
subnet =2 E 5 MEISHO

GomokuDefault2 MEHS}

A

A
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Network

VPC Info

Select a VPC that your function will access.

‘ Default vpc-7f508b17 (172.31.0.0/16) | default w

Subnets*

Select the VPC Subnets that Lambda should use to set up your
VPC configuration. Format: "subnet-id (cidr-block) | az name-tag".

v

subnet-fa50b0b6 (172.31.16.0/20) | ap-northea X
st-2c def-pub-2c

subnet-bd3a8bd5 (172.31.0.0/20) | ap-northea X
st-2a def-pub-2a

Security Groups*

Select the VPC Security Groups that Lambda should use to set up
your VPC configuration. Format: "sg-id (sg-name) | name-tag".
The table below will show the inbound and outbound rules for
the security groups you have selected.

v

sg-ab765ac1 (GomokuDefault) | GomokuDefaul X
t

@ When you enable VPC, your Lambda function will lose default
internet access. If you require external internet access for your
function, ensure that your security group allows outbound
connections and that your VPC has a NAT gateway.

Inbound rules Outbound rules

< 1 >
Security group ID Ports Source
sg-ab765ac1 All sg-ab765ac1
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7. AEEO| Designer 12| Add triggersOl Al DynamoDB= 4 &g} L|C},

v Designer

Add triggers ‘P
Click on a trigger from the list below |'|‘n game-rank-update
to add it to your function > @ Unsaved changes
AP| Gateway
DynamoDB @) |||3,1 AWS Lambda
AWS loT @® Configuration required ]

CloudWatch Events Amazon CloudWatch

-

Add triggers from the list on the left
CloudWatch Logs

Amazon CloudWatch Logs

CodeCommit

Cognito Sync Trigger
Amazon DynamoDB

® @

DynamoDB

Kinesis Amazon DynamoDB Accelerato
r (DAX)

s3

SNS |||] Amazon EC2

sQs

[ll Amazon SNS

8. SHEHO| Configure triggers1& 0l A| GomokuPlayerInfo DynamoDB Ef|O| &2 Trigger
HOIZ2 AHE8Y AQLIC CHE 222 7|24 2 |FXISHD Starting position2 Trim

horizon2 MEHBL|CL Enable triggerE X 3%t 5| Add HES 2 2/gtL|C}

Configure triggers

DynamoDB table

Select a DynamoDB table to listen for updates on.

GomokuPlayerinfo v

Batch size

The largest number of records that will be read from your table’s update stream at once.

100

Starting position
The position in the stream to start reading from. For more information, see SharditeratorType in the Amazon DynamoDB Streams API
Reference

Trim horizon v
In order to read from the DynamoDB trigger, your execution role must have proper permissions.

Enable trigger

Enable the trigger now, or create it in a disabled state for testing (recommended).
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9. ?lo IF0| 2RE|H QLEZ YOl SaveE =8 g dd= 2T LICL (O
AN & TestE 2 Z[H OFY HTNRFLICE

OIX|Z 22 M| #Rl Lambda 245 g5t & LICH

1. M R 3.:*—1‘—5 Author from scratch & MEHSIO] M gL Ct.

2. NameZ =0 A game-rank-readerE 225t Runtime= Python 272 A7d5I11
Role2 O|™Of 2+=0{= Gomok-game-rank-readerS M EHBIL|Ct

3. Create function@ & S Code entry typeOlA| Upload a .ZIP file2 MEiSI0f
LambdaDeploy.zip2 ¥Z2E%L|LCt,

4. Handler ££0{|A GetRank.handlerS ¢! 2gtL|LC}
Basic settings 220 A Timeout® 1 min2 2 A& gtL|Ct,
Network £E20|A O™ 4= S AUSHA VPC E 7|E0| M3t ElastiCache 7F Y=

AH A
o
VPC 2 MEBLICE subnet B 52 25 MEISHO] FA| 1, Security Group 2 0|0
MM EH GomokuDefault 2 MENSIO] F=A|7| HHEFL| LT,
6. O|X| Save & =2 Lambda &5 ML |LCt.

ﬂJlﬂJ

o
i
ro
ngt
+

Of 7|7t K| 2t2UCHH Ct5 232N et 20| 3712 Lambda &7t d-d& A

(0] =
A LI
Functions (¢) G
Q Add filte (0]
1

Function name Description Runtime Code size Last Modified

game-rank-update Python 2.7 609 bytes 1 minute ago
game-rank-reader Python 2.7 441 bytes 2 minutes ago

game-sqs-process Python 2.7 923 bytes 15 hours ago

ot

Lambda gt TH|EJASHC X 5FHE O

L=}
Ng ddet & ga= sQse DynamoDBO1I I3H o=d AYHL
A
T

i
i
(02l
ot
>
o"+9
$Q
o B
I
=
fe)

0
-l
iels
[S)
ield
on
oot

trigger
GatewayE At AL Lt O] $—'?'-9 Ct= M40

x
=
op
o
o 1
i=)
112}
-
_I'_I_
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O 7[7tX| Z=H|7F =™ Section 12 20 M BHSO{ T 0f2f RAS0| {EA sES=XE
HAES] & = JASLICH ZHESHA 25 JM S E& 2 SQSO| HIO|H 7t o & x| ™
DS O01 Tl Lambda®h =7t & E|HA ST SQSH|O|E{E DynamoDBO| G| O] EgfL|C}.
Dynamo DBOf| 2 & &l G|O|E{+& DynamoDB Stream2| TriggerE £5+0| CtE Lambdagt4=7t

A E|O] Redis Cache?t 2IH|O|E &= YEfE XAl & L|LCH

UHESHA Redis Cachell LIES 2oigd & BloLt TH =
af

C
OJEE B|AE Oo|EQ Y3

—

. Console2 &3t0 SQSE YO EL|LCt. https://console.aws.amazon.com/sqgs

2. ?|0|M ‘d-d5t game-result-queueE MEESI D ol H 2|2 Queue ActionsH =2

= &Lt

3. LI2E OlF B9 A Send MessageS M EHBILILCE.

4. L= "HAE MXtof] ot2fel JSONS EOoiELICE (= 7|= &0 20 &
AN ™S FHEYLICE AZX 20| FoSHMAIR. He SESHA| 8

CloudWatch LogsOl 50t = lambda £ 2 20I5HA R
{ "PlayerName" : "SomeName" , "WinDiff" : 1, "LoseDiff" : 0, "ScoreDift" : 100 }

5. 2|2 Send MessageHH E2 =2{&FL|C}.
6. O|X| DynamoDBE& 2 =77+ https://console.aws.amazon.com/dynamod

GomokuPlayerinfo HO|E& EO{EZLICt Items B2 2H 2|0 E0{F
JSONE|O|E{0f| i Zdt= &=0| B0 = AS &2l & 5= ASLICE (O
5
o

% | = A H
PlayerNameOl 8l 25t= &=0[ UCHH WinO| 157t5t12 Score?t 1005 7+3H
AYLct)
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Section 3: Face the users with APl Gateway and S3
?2[2| Lambda &= & Tt7HXA|7}F APl Gatewa

A LILE O] A2
W& 2| of=2|H 0] ¥2| Lambda &

=
XE AISHSE Ol

ot=5 MG UEO| “Gateway” F& = SH7| WE0] AP
Gatewayel O| 50| 2N &L(C}
1. 24 L0 M APl Gateway M w2 O] & L|CE.
https://console.aws.amazon.com/apigateway
2.

Create APIS MEHSI 0 APl name= gomoku= & &

)
SO

St %| Create API HHES

Choose the protocol

Select whether you would like to create a REST API or a WebSocket API.
O REST WebSocket
Create new API

In Amazon API Gateway, a REST API refers to a collection of resources and methods that can be invoked through
HTTPS endpoints.

© New API Clone from existing API

Import from Swagger or Open API 3

Example API
Settings
Choose a friendly name and description for your API.
API name* gomoku
Description
Endpoint Type Regional v 0

* Required

Create API

3. APIZb HgE Fo= G €2

2l of Ol 2 A YLILY.
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APls Resources Actions~ @/ Methods
]
gomoku
/ No methods defi
I Resources
Stages
Authorizers

Gateway Responses
Models

Resource Policy
Documentation

Settings

2 M ResourceE TH=11 11 Resourcel| MethodE & BtL|Ct Actions HES
=
=

-
215t resourceE THELICEH

Resources Actions~ @/ Methods

/ RESOURCE ACTIONS
Create Method 0 m(¢

Create Resource
Enable CORS

Edit Resource Documentation

API ACTIONS

Deploy API
Import API
Edit APl Documentation
Delete API
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5. oF#f ¢} Zo] Resource Name©l ranking<S ¢ 2 3}a Enable API Gateway CORSZ
A elgt}. Create ResourceE &8 gy}

» New Child Resource

Use this page to create a new child resource for your resource.(®

Configure as (J'proxy resource o
Resource Name* ranking
Resource Path* /  ranking

You can add path parameters using brackets. For example, the
resource path {username} represents a path parameter called
'username’'. Configuring /{proxy+} as a proxy resource catches
all requests to its sub-resources. For example, it works for a
GET request to /foo. To handle requests to /, add a new ANY
method on the / resource.

Enable APl Gateway CORS (i}

* Required

Cancel Create Resource

6. L8 MEZ2 MethodE HH5t= AYULICL Actions HEZS &9t F Create

Method | 7 MEHSHL|CT
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Resources Actions~ @/ranking Methods

RESOURCE ACTIONS

v/
v /ranking

OPTIONS Create Resource
Enable CORS
None
Edit Resource Documentation

Not required
Delete Resource

API ACTIONS

Deploy API
Import API
Edit APl Documentation
Delete API

7. Ofeff &2 2[AESAT 2 AYLICHL GETS W& 7l Fol M3 HES

Resources Actions~ | @ /ranking Methods

o © OPTIONS
v /ranking

OPTIONS Mock Endpoint

GET 0

Authorization None

APl Key Not required

8. GET H2E9| &M M7H0f| A Integration type2 Lambda FunctionS M E{st T
|Ct. Lambda FunctionOf|& A

MMt game-rank-readerS MEiSH F| Save HHES 28/EtL CL

-

Lambda Region0f| &&& Tl 52l Region2 MEHS!
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=]

F =/i

® /ranking - GET - Setup =

Choose the integration point for your new method.

Integration type @ Lambda Function @
HTTP &
Mock @
AWS Service @
VPC Link @

Use Lambda Proxy integration (i)

Lambda Region ap-northeast-2 §

Lambda Function

game-rank-reader|

(1]

Use Default Timeout @ ©

9. API 0| &} LICE OM| prod THAIOf| BiZ2E S 275 LICE Actions HES

Z2/5l1 Deploy API ‘7 & 22/2FL|C}

Deploy APl @

Choose a stage where your AP| will be deployed. For example, a test version of your
API could be deployed to a stage named beta.

Deployment stage [New Stage] s
Stage name*

Stage description

Deployment description

Cancel Deplo;

10. [New Stage] S MEHSI D Stage named|= prodE =Tt L|Ct Deploy HE S
50| gL},
11 A=W ChE 232 Xt 20| Stage 70| E As =olg =
o
=

HZZ 9| /ranking 0|+ SHEHe| GETS MEHSIEH LR = Invoke URL
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S35 0183 X WHOIX| Aol ALBELILE

Stages m prod - GET - /ranking

Invoke URL: https://qzlwjajase.execute-api.ap-northeast-

ot

v & prod
v/
. 2.amazonaws.com/prod/ranking
v /ranking
GET
OPTIONS Use this page to override the prod stage settings for the GET to /ranking
method.

Settings © Inherit from stage
Override for this method

P ZAQALICE B 20| Ranking board htmIIt & ot

O|X S37t =@~ &
MOIEE =28E & AFH L

Javascript It
S3 MH|AZ 0] 55H0] E AtO|EO AHET S3 HZIS M- TtLICE B2l ‘g Al, public

no

1.
objectE &1823}7| {3l Block all public accessE uncheck2tL|Ct
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Create bucket

@ Name and region @ Configure options @ Set permissions

Note: You can grant access to specific users after you create the bucket.
Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, or both. In order to ensure that public access to all
your S3 buckets and objects is blocked, turn on Block all public access. These settings apply only to this bucket. AWS recommends that you turn on Block
all public access, but before applying any of these settings, ensure that your applications will work correctly without public access. If you require some level
of public access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use cases. =

M Block all public access

Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

M Block public access to buckets and objects granted through new access control lists (ACLSs)
S3 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access ACLs for existing buckets and objects.
This setting doesn’t change any existing permissions that allow public access to S3 resources using ACLs.

M Block public access to buckets and objects granted through any access control lists (ACLs)
S3 will ignore all ACLs that grant public access to buckets and objects.

M Block public access to buckets and objects granted through new public bucket policies
S3 will block new bucket policies that grant public access to buckets and objects. This setting doesn't change any existing policies that allow public access to S3 resources.

M Block public and cross-account access to buckets and objects through any public bucket policies
S3 will ignore public and cross-account access for buckets with policies that grant public access to buckets and objects.

Manage system permissions

2= H
3. 48R =2| API Endpoint0i| |0l 8t APl Gateway2| Invoke URLE =72t L|C},
4ok

mainjs& X&¢ct 7 web CIHEZ[Q TS TF &AM E5T HAO

1 gomoku_arch.png
B gomoku.png

o index.html

2 main.css

[ main.js

5. 92 E% | Public read access H3HS £0{gtL|C}
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Upload

@) solect fies (2) setpermissions  (3) Setproperties  (4) Review

5Files Size: 160.2 KB Target path: gameliftfullstackdemo

Manage users

User ID Objects Object permissions

camk(Owng) Read Write Read Write

Manage public permissions

Grant public read access to this object(s) v

A This object(s) has public read access.
Everyone in the world will have read access to this object(s).

Previous Next

6. HZI0A Static website hostinge 2826l 30{0F LT} H{ 21 2| Properties ©12 2
O| s gL T},

Properties

Versioning Logging Static website hosting
Keep multiple versions of an object in Set up access log records that provide Host a static website, which does not
the same bucket. details about access requests. require server-side technologies.
Learn more Learn more Learn more

7. Static website hostingS &4 3}8tL|Ct Index document = index.htmlS 223t &

Save HHES SE/&LCL
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Static website hosting

Endpoint : http://gameliftfullstackdemo.s3-website-us-west-
2.amazonaws.com

(@) Use this bucket to host a website® Learn more

Index document €@

‘ index.html ’

Enor document €

‘ error.html ’

Redirection rules (optional) €Y

(") Redirect requests @ Learn more

)
\_/

() Disable website hosting

[¢]

2l

[[4

2 S}H Static website hosting2| Endpoint2 &8t Cthaedh
et = AL
9. API Gateway=E =O0t2tA CORS &2 diF0{0f LIt O|E &3l Ranking board
HEE & HO|X[0|M 810 & &= UA ELICL
10. API Gateway = =0F2tA ActionsH| £ 22510 Enable CORS &4 MEHGHLICE,
11. CORS H|O| X|Of| A| Access-Control-Allow-Origin O static website URLZE =3 8}| & L|C.
(URL Fl2| 7 7} B&t& O|E £ 7| W=0f =&E5HX| e @ 7|2 4rel +

— HA L—
et ct)

Hu
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Resources Actions~ @ Enable CORS

v/ Gateway Responses for gomoku DEFAULT 4XX DEFAULT 5XX ©
v /ranking API
GET Methods @ GET ® OPTIONS @
OPTIONS

Access-Control-Allow-Methods GET, OPTIONS ©

Access-Control-Allow-Headers 'Content-Type,X-Amz-Date,Authorizatio
(i)

Access-Control-Allow-Origin* ™'

» Advanced

(i]
Enable CORS and replace existing CORS headers

12. Enable CORS HHEZ2 226t RlagtL|C}.
==

13. 84X o 2 A E|UCHH 21 B0 OPTIONS 7h F7tEl AE =olg 4= ALt

—

Resources Actions~ @ Enable CORS

v/

v Add Access-Control-Allow-Headers, Access-Control-Allow-Methods,
~ /ranking

Access-Control-Allow-Origin Method Response Headers to OPTIONS
GET method

OPTIONS v/ Add Access-Control-Allow-Headers, Access-Control-Allow-Methods,

Access-Control-Allow-Origin Integration Response Header Mappings to
OPTIONS method

v/ Add Access-Control-Allow-Origin Method Response Header to GET
method

v/ Add Access-Control-Allow-Origin Integration Response Header
Mapping to GET method
Your resource has been configured for CORS. If you see any errors in the
resulting output above please check the error message and if necessary attempt
to execute the failed step manually via the Method Editor.

14, OtX|2t S 2 Actions H|++2| Deploy APl HES 22|5l0] prod THA Of BiZ 2L CL.

HiZ 3t Static PageS HHEI2 KON HOjZ Lr 104101 A 7|23+ API 2| Invoke URLE
H3L K0 M HO{FEAIB Section 204 E1I T

o M
Invoke URLS YRS AR) O% BHY| T|l= HE =0l & = &Lt
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Section 4: Putting all together in GamelLift
O| M| MH HIO|H2|E Gamelift B[22 27 SEStEE Fd5t= 2 Y S AlASHlE LT
MH HiO|H2|= Aot B HE2 HISEU7| 20| =7t 20| EROHX|= &L

ORAIZF 27 AL AUSHY gt HIO|HE| & 22 ZEZ AESHE =& UASLIL

1. O H50= 0|0| HtHE mtEo| =H|=[O AX[TH A ALY 5t o4 F
Appendix BE HZg 5= JUSLICH
2. GomokuServer.exe, aws-cpp-sdk-*.dll, config.ini, install.bat, aws-cpp-sdk-gamelift-server.dll

It 2 = 0| Binaries/GomokServer 2 0| A 2tQlgh 4= Q& L|CH
3. HIAE HEI|E &5t config.ini IS = LICEH It 0= & 320 7+d 247t
UELICE SQS REGION+ SQSE 4ot Region? LICt. (0f: ap-northeast-2).
SQS_ENDPOINT 0= SQS2| EndpointE & 2 L|Ct,
4. ROLE_ARNZ MM10{|A OtX[2t2 = BH5 A GameLift FleetE |2 ROLE_ARNS
LESLICH (ofefel AT A X E 27 20| JEHFM 2. Role Arn2 Fleet LI F2
CIAEHAOAM O S == ALt AKX I 28 Gomoku Al P AMH O A 1[0 UAX|
ooz HAHo = 8 FL|CH)

[config]

# GameResult SQS

SQS_REGION = ap-northeast-2

SQS_ENDPOINT = https://sqs.ap-northeast-2.amazonaws.com/592446325190/game-result-queue
ROLE_ARN = arn:aws:iam::592446325190: role/Gomoku-GameLiftFleetRold

5. Gamelift= EEQI =84 =0 oxf CLIE S¢ Y=Lt 2= XA L|Ch AWS CLI
SHH0| L HE|0] UX| LLCHH Appendix CE &H15H0] 8t Ct.
6. GomokuServer EE‘|01|*‘| Ct22l Gamelift 225 FHOE 8ol 228 Y=L gLCL
aws gamelift upload-build --name "GomokuServer-Build-1" --build-version "1.0.0" --

build-root . --region ap-northeast-2

7. YE2CEg [ H& Region2 SHIEHA HHSIH=X| <QIsOF gLt
8. RlIGldl= = 2&59| Gamelift MH|AR 7JH BEJ A2 E £|l= S 20leh &~
U Z L|LCt. https://console.aws.amazon.com/gamelift
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Builds

Use this page to monitor and manage your builds in Amazon GameLift. Each build represents a set of game server binaries and supporting files that have been

integrated with the GameLift SDK and uploaded to the GamelLift service; once a build is uploaded to GamelLift, it is shown here along with its status. Builds in Ready
status can be deployed to players by creating a fleet from the build. From this page, you can select a build to delete or to create a new fleet; or choose a build name

to view additional details.

Create a new build

e

See full instructions on preparing your server binaries and creating a build in Uploading a Build to Amazon GameLift. Use the AWS CLI to upload a build. In a command line window, enter the

following:

For Windows:

aws gamelift upload-build --name <your build name> —-build-version <your build number> --build-root <local build path> --operating-system WINDOWS_2012

For Linux:

aws gamelift upload-build --name <your build name> --build-version <your build number> --build-root <local build path> —--operating-system AMAZON_LINUX

© The upload may take time to complete depending on your game size and connection speed.

~
<
Filter: Status: All ~ Viewing 1 build(s)
Status - Name E Build ID K Version \ os ' Si... ~ Date cre... = Fl...
BB  GomokuServer-Build-1 build-06b01eca-5411-4...  1.0.0 Windows 2012 14.95MB  2017-08-29 16:33:... 0

£o| WE TO|X| A Y3
E

= -I o O
= ==L 0|5 Sl

=
|® MH Q| fleets H-d5HA ELICH

GomokuServer-Build-1

Use this page to manage a game build. From this page
the build is deployed on, create a new fleet with this bl
builds.

View in dashboard Actions ~

Create fleet from build

Edit build

Status

Delete build

Fleets

Name: GomokuGameServerFleet-1
Instance Type: C4.large
Fleet type: Spot

Instance Role ARN: A4 19] npx] @]l 4] GamelLift FleetS 93l "FH=2% Y Role9] ARN

Launch path: GomokuServer.exe (A ZItY WACHH Hutdst HO[H2|Y)

n
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Concurrent processes: 50

SBo| =4 K2 HES S2otol HOIBLLt

Process management

Server process allocation
Configure how to launch server processes and specify the number of server processes to run concurrently on each instance. To run server processes with a different
executable, or the same executable with different launch parameters, add more configurations.

Launch path* Launch parameters Concurrent processes*

C:\game\GomokuServer.exe 50 &

© Add configuration Multiple configurations and concurrent processes are supported with game servers using the Amazon GameLift SDK v.3.0+ (included in Lumberyard
v.1.4+). Game servers using earlier versions can support only one concurrent process. If the fleet is configured for more than one concurrent process, it
will fail to activate.

Game session activation
Configure the number and frequency of game session activations to allow on each instance. Limiting the volume of game session activations on a single instance can
reduce strain on resources and prevent impacting game server performance.

Max concurrent game session @  No limit (i)
activation* Limited to { perinstance
New activation timeout* | 600 { | seconds (i)

EC2 Port Settings: Port range; 49152-60000

Protocol; TCP, IP address range; 0.0.0.0/0 2% =M {3 HE

EC2 port settings

Set IP address and port ranges to allow inbound access to this fleet. Each server process in this fleet must use an IP address and port in these ranges.

Port range* Protocol* IP address range*

49152-60000 TCP 0.0.0.0/0 S0

© Add port settings

Initialize fleetS 2 &St &A| 7|CFEIL|CE

Initialize fleet

11. 44O A= FleetO| A CHZ2t 22 2tHS =old & AFLCH
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Amazon GamelLift Fleets v GomokuGameServerFleet-1

Fleet: GomokuGameServerFleet-1

A fleet manages one build of your game server, which is replicated across many Amazon EC2 instances. Use this page to monitor your fleet.

Actions ~
Status Fleet ID EC2type OS Active instances  Active servers Game ions  Player
BETTE  ficet-8f1ddd6e-d2dc-43ad-83d9-7ad9c9d5b828  c3.darge  Windows 2012R2 0 0 0 0of0

12. /40| A= E|UCHH AZFo| mgk BtATE Active M EfS| Aoz Heh 24 LT}
AlZto] 2 202 e A g LT
13. Fleet2 M'd5t= &2H0] AliasE d45HELICE
14. {70 A Create alias &M= ME{SL
&5 =L C

|Ct. 2|2 Alias nameXlt Description=

15. Routing options2| Type2 Simple2 1 EiSt11, Associated fleetOl A [Select fleet] S
MENSE £ M MTt fleeta ME4TIL|CEH

Create alias (2]

Alias details

Provide a name and description for your alias.

Alias name* = GomokuAlias

Description | Prod 0

Routing options

Set up your simple alias to resolve and route traffic to a specific fleet. If you designate an alias as terminal, traffic that tries to connect to that alias will receive a terminal
exception along with a string that you define.

Type* Simple ~

Associated fleet* GomokuGameServerFleet-1 (i ]

Cancel Configure alias

16. Fleet M Ef= 218 AEHO]| [t2} Downloading/ Validating/ Activating 7} {4 & LI CF.
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Success! You have successfully created alias GomokuAlias.

GomokuAlias o

Grant permissions to specific Cognito IDs to access your fleet.

View in dashboard Actions ~

Type Alias ID ARN

Simple alias-783adaac-8105-4c26-bbd7-a40d9b90e00e  arn:aws:gamelift:us-west-2::alias/alias-783adaac-8105-4¢c26-bbd7-a40d9bS80e00e

Alias parameters

Fleet ID Fleet name Game sessions  Player sessions Date created

fleet-8f1ddd6e-d2dc-43ad-83d9-7ad9c9d5b828 GomokuGameServerFleet-1 0 0 2017-08-29 16:44:39 U

17. M X2 Gamelift fleetS 0| 23}7| 2|50 Alias IDE AtE5tA E L C} SIS Alias IDE
7| E3lF L T

72X O R 2408 S0 OFF 250| QICHH Fleet QAAEHA o2 AH L-QI $HL|CH O|H
HE5S MdstE 0= 22X 7F 9X[2H & 2

parameters

x 1
overridedl| 3= 0{OF gt L|LC}.
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Section 5: Serverless FlexMatch +&5t7|
O|A| FlexMatch & T+31517| |2t Gamelift, Lambda, APl Gateway & T gfL|C}.
FlexMatch £ AFE23}7| {8 A= Gamelift 2] Queue AH|AE AtEdfOF SFL|CL
1. H&O0IA Create a queue S MEHBILICE,
2. Ozt Z0| Queue 2| 0|52 Y=, Add destination O Al A ‘g5t Alias £
MEISEL|C} Create queue & MEISHY queue £ ‘d-dTtL|Ct,
Create queue o

Queue details
Configure a queue to process requests for new game sessions. Add destinations from any region to host new game sessions for this queue, and list them in order of

preference. Add player latency policies to protect players from very high latencies

Queue Name*  gomoku-queue 0
Queue Timeout® 600 = i )
Player latency policies

Add a policy to set a maximum acceptable player latency for new game sessions, and specify the amount of time to enforce the policy. Multiple policies are
automatically reordered by latency maximum, with the lowest value listed first

© Add player latency policy

Destinations

Priority
(default) Region* Type* Fleet or Alias name*
1 ¥ ap-northeast-1 Alias alias-cimmm e i . _ | 2 1 ¢ if1-alias) S0

© Add destination

ancel
CHA E FlexMatch E 2/t rule 2 THEL|CL Create matchmaking rule set 2
S|

=

b

w
n

>
s

»

o

-
._I_

Mo = 4@ o

O| Rule set 2| 0|52 =31 Rule set & 20 FLIC} Rule set 2 A A

| A GomokuRuIeSethon of It LHEE FXISHo] 0 ZLICt 0{7[AM Q]
e EESEA| score =7t 300 B O|LHS| AREAHZHO| Match E AAFH ST
AHE X} match 7t *|7H-H01| ot 2 B2, rule 2 2431510 match A|7{ &LICH Validate

rule set & MEHSIO] rule set O] ”aQIX| =9l ©F S0 create rule set 22 rule set =
MMt

nx

f

™ pe my

i
o
—

—

u
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Create matchmaking rule set e

Rule set details

To create a rule set, assign a name and enter valid rules syntax.

Rule set name* = gomoku-matchmaking-rule (i)

Rule set* | { (i ]
"ruleLanguageVersion" : "1.0",
"playerAttributes" :
[
{

"name" : "score",
"type” : "number",
"default" : 1000

"name" : "blue”,
"maxPlayers" : 1,
"minPlayers" : 1

“name" : "red",
"maxPlayers" : 1,
"minPlayers" : 1

rulac! -

M BHE Queue 2 Matchmaking rule set 2 SZ A|AH = Y2
L|Ct. Create matchmaking configuration & O 70| Al ME4BHL|C} OF2H <t
b O Al

inl
HO

1
© o2 oo
o M rlo

IFE queue 2t rule set & MEISHY] configuration & “4-de L Ct.

m
H
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Create matchmaking configuration e

Matchmaking configuration details

To create a matchmaking configuration, assign a name, specify a rule set for matching players and a queue to start a game
session for the match. Set additional configuration parameters as needed.

Name* | GomokuMatchConfig (i)

Description (i )

Queue* | ap-northeast-2 v | gomoku-queue v 0

Request timeout* 60 S i ]

Acceptance @ No Yes, with a timeout of ~ ©  seconds (i ]
required*

Rule set name* = GomokuMatchConfig - O
Notification target (i )
Additional players S i)

Custom event 0
data
Yz
Game session (i}
data
Y
Game properties Key* Value* (i )
No game properties
© Add game properties
Backfill mode* = Manual i)

O| M| GamelLift 2| FlexMatch 2782 2t=23tRA &L Lt CtE-2 game client 7t FlexMatch
2% & Sl= Lambda 2t APl Gateway & T+&&LCL.
Ol oM = & 2742| Lambda &+E ddg AYLICE StLtE client2FH MatchMaking
2FE XNe|st= #rtgs0|1, L2 StLt= MatchMaking 23tE i. 0I5H7| Q3 S

= at A

X2|ste 2hCtL|CH AR 2 Matchmaking 282 X 2|8}

-

o
o

0x 0X 39
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Z0|AM Lambda O 2 O| &8 L|LC}. https://console.aws.amazon.com/lambda
ot WMEE AR
=8 @M ekt

L|Ct.

Create function HHE2 22510 A HNW

Author from scratch 0|75 MEHSHY] HI

oot
>

DE
+

ol
=

min
il
%

Name 250|= game-match-request
Runtime-> Python 2.7-5 A 8 g} T},

Permissions &= 0| A] Role 2 Use an existing roleg ME{SID 7|=0f S0 E

Gomok-game-match-requestS M EHSI 1 Create functionS A& gL Ct.
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Create function i

Choose one of the following options to create your function.

Author from scratch o Use a blueprint Browse serverless app repo
Start with a simple Hello World Build a Lambda application from sitory
example. sample code and configuration presets Deploy a sample Lambda application
for common use cases. from the AWS Serverless Application
Repository.
C_~
=

Basic information

Function name
Enter a name that describes the purpose of your function.

game-match-request
Use only letters, numbers, hyphens, or underscores with no spaces.
Runtime Info
Choose the language to use to write your function.

Python 2.7 v

Permissions info
Lambda will create an execution role with permission to upload logs to Amazon CloudWatch Logs. You can configure and modify permissions further when you

add triggers.

¥ Choose or create an execution role

Execution role
Choose a role that defines the permissions of your function. To create a custom role, go to the IAM console.

Use an existing role v

Existing role
Choose an existing role that you've created to be used with this Lambda function. The role must have permission to upload logs to Amazon CloudWatch Logs.

Gomok-game-match-request v

View the Gomok-game-match-request role on the IAM console.

HEE 22 ot § Lambda 20 20| A= MatchRequest.py2| L& Lambda
Do

EXs @&LCH ZE 42| Regiondt Match Config2| O| 50| A A%t
(o] (o]

LT (CHEEA EXGHEE 2+2))
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Code entry type Runtime Handler Info
Edit code inline v Python 2.7 v lambda_function.lambda_handler
+ File Edit Find View Go Tools Window i o ]

<» lambda_function.py

Environment

v game-match-reques {3+ B

17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47

48
40

lambda_function %

gl_client = boto3.client('gamelift')
dynamodb = boto3.resource('dynamodb', region_name={'ap-northeast-2")
ddb_table = dynamodb.Table('GomokuPlayerInfo')

def handler(event, context):
playerId = event['PlayerName']
playerPass = event['PlayerPass']
playerScore = -1

response = {'TicketId' : 'AuthError' }
result = ddb_table.get_item( Key= {'PlayerName' : playerId } )

if 'Item' not in result:
# Create Item
ddb_table.put_item( Item={ 'PlayerName' : playerId, 'Password' : playerPass, 'Score' : 1000,
playerScore = 1000
elif result['Item']J['Password'] != playerPass:
print(result)
return response

playerScore = result['Item']['Score']
playerAttr = {'score': {'N': int(playerScore) }}
# Auth OK, Match Request Go
try:
match_response = gl_cl

ConfigurationName=
Players = [ { 'Play

: playeag:48 Python Spaces: 4 £F

avcant TunaErrar nc a-

8. Lambda 9] 23§ A|7F 2 w2 AAS ofgjof o] AAsr},

Basic settings

Description

Memory (MB) Info

Your function is allocated CPU proportional to the memory configured.

r

Timeout Info

<>

1 C min | 0 sec

128 MB
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k== game client 2| Match
2Ot DynamoDB O M A& XS] HEE 9111 O|0f 7[8t510
Gamelift O match making & 2&%tL|C}
10. Create function HES 2 E/510] FHN &t dd
11. Author from scratch 0| =& MEHSIO] Bl 2t=5 24 MM etL|CH
12. Name & 50| & game-match-statusS 2/ & L|C}.
13. Runtime-& Python 2.73 A &gk o},

14.Permissions 25 0| A| Role 2 Use an existing roles A&t 7|E0| HES0{E

9. Save HES
I

=E510 &= A dgtLnth ddot g
making 282

Gomok-game-match-statusE M &St Create functions A& gLt
15. IS E &2 I & Lambda 25 0l U= MatchStatus.py 2| L{&& Lambda
IEFO =X & LT

16. %Mt 20| Lambda &= HHAIZHS 2 LI}
A

HI
|0
X HU
¢
ot

= 1 2
17.Save HHES 28510 g8 gLt ddot &= game client 7| Ticketld 2

=
XA10] 2783 match making 20| 2=z & 25t Q0| 2=

=
— =
client 7t ™22 AILA O IP FAL2 Port & €2 ELCE

=2 SM M3 Lambda &8 game client 7t &2 = UEZ = APl Gateway
et
1. 24 L0 M APl Gateway M w2 O] & L|CE

https://console.aws.amazon.com/apigateway
2. kA A gomoku APIE A B8l al Create Resources A 8] gL o},

APIs . Resources Actions~ @/ Methods
gomoku / RESOURCE ACTIONS
. Create Method
Resources v /ranking
. Create Resource
Stages GET

oPTIONS Enable CORS

Authorizers Edit Resource Documentation

Gateway Responses

API ACTIONS
Models

Deploy API
Resource Policy Import API
Documentation Edit API Documentation
Delete API

Dashboard

Settings
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3. Resource name2 matchrequest

£ 2351 Enable APl Gateway CORSE A3 st

Create Resource HHEZ 22510 ResourceES M detL|LCt

» New Child Resource

Use this page to create a new child resource for your resource. (®

Configure as (Z'proxy resource
Resource Name*

Resource Path*

Enable APl Gateway CORS

* Required

10

/ matchrequest

You can add path parameters using brackets. For example, the
resource path {username} represents a path parameter called
‘username'. Configuring /{proxy+} as a proxy resource catches all
requests to its sub-resources. For example, it works for a GET request
to /foo. To handle requests to /, add a new ANY method on the /
resource.

20

4. Mot Resourced| {22 MethodE M-d2tLICt Actions HES &%t Fl Create

Method 0|5 MEHSHL|LC}.

Resources Actions~ @ /matchrequest Methods

RESOURCE ACTIONS

v/

Create Method
v /matchr¢
OPTIONS Create Resource
v /ranking Enable CORS
GET Edit Resource Documentation
OPTIONS

Delete Resource

API ACTIONS
Deploy API

Import API
Edit APl Documentation
Delete API

None

Not required
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5. Offf &2 2[AE8fAT 2 AYLICHL POSTE AHEit 7| €2 M3 HES

Resources Actions~ @ /matchrequest Methods

v/
v /matchrequest © OPTIONS

OPTIONS Mock Endpoint
POST |
. . O 0 Authorization None
v /ranking _
GET APl Key Not required
OPTIONS

6. POST HAEQ| &M H7E0|A Integration type Lambda Functiong M &5t
Lambda Region0f| #&2 T &0l Regiona MEAGILICE Lambda FunctionOfl= 2FA

M4t game-match-requestS M EiSH 5| Save HHE S 22/ 2L CH

Resources Actions~ /@ /matchrequest - POST - Setup g
v/ Choose the integration point for your new method.
v /matchrequest
OPTIONS
POST Integration type @ Lambda Function @
HTTP @
Mock @
) AWS Service @
VPC Link @

Use Lambda Proxy integration ('@

Lambda Region ap-northeast-2 4

Lambda Function

game-match-request (i}

Use Default Timeout @@

7. = BIW 2CESE St7| flsh 4t API O = HHW| Resource & ZF5LICH
X

2 oz
= O
API 2| root & MEHSET Actions 0| A Create Resource & MEHSHL|LCE,
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Resources Actions~ @/ Methods
/ RESOURCE ACTIONS
Create Method
v /matchre
OPTIONS Create Resource

POST Enable CORS

Edit Resource Documentation

API ACTIONS
Deploy API

Import API
Edit APl Documentation
Delete API

8. AN HHW Resource 2 St

Ao 2 M dTHL|CH Resource Name 2

matchstatus 2 22 8tL|Ct Enable APl Gateway CORS £ X3 gfL|C},

Copyright 2017, Amazon Web Services, All Rights Reserved

Resources Actions~ @ New Child Resource
v/ Use this page to create a new child resource for your resource. (®
~ /matchrequest Configure as (J'proxy resource 10
OPTIONS
POST Resource Name* matchstatus
Resource Path* /  matchstatus
You can add path parameters using brackets. For example, the
resource path {username} represents a path parameter called
‘'username’. Configuring /{proxy+} as a proxy resource catches all
requests to its sub-resources. For example, it works for a GET request
to /foo. To handle requests to /, add a new ANY method on the /
resource.
Enable APl Gateway CORS (i}
-t e E
9. A HEHHW Resource O 4/ do Method 2t 53t HA O 2 Create Method £
ASHS
Tl CF
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10.POST HAEE M43t game-match-status ZHCHE A S5t Save HES 2
ME gL
11. APT T+40| E|ASLICE O|H| HiZE =3SFL|C} Actions HE

Ol w& =Lt

Deploy AP| @

Choose a stage where your API will be deployed. For example, a test version of your
API could be deployed to a stage named beta.

Deployment stage [New Stage] ;
Stage name*
Stage description
Deployment description
Cancel

Deploy

12. [New Stage] S MEHSI1 Stage named|= prodE U= TfL|C Deploy HE S

ZEotY gL C}
13. 2t 2 E|H API2| Invoke URLO| EA|ELICE Of2f URLZ game client 70 A& & LT

prod Stage Editor

Delete Stage Configure Tags

® Invoke URL: https://bmrrgrgyai.execute-api.ap-northeast-2.amazonaws.com/prod
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Section 6: Let’s play the client

AY SEO0IHEE 72X 2 E Windows OSHAM SESHEE UL ASLICE (MacOl| A
Mg = = HE2 M2 N3 ELULCHL Mac HTHO|M AHEE fISi M= XquartzE 0|2
MX|sllof &tL|C})

=Ef0|A E= Outbound TCP A M-S 27 S L(CH (Yot 70| HRSICHH

ChR2E 2h2 A& Ut oA Binaries/client_player1 22 0| &% L|C}.
2. i client_player1 24 LH2| config.ini Tt 2| =75 0| L ptL|LCt,
3. 4 Section 52| OFX|S} CHAO|AM =I5t API Gateway URLE
MATCH_SERVER_APIZ(0l & =gtL|Ct,

F

_| config - Notepad
File Edit Format View Help

Hconfig]

MATCH_SERVER_API = https://bmrrgrgyai.execute-api.ap-northeast-2.amazonaws.com/prod
PLAYER_NAME = Amazonian

PLAYER_PASSWD = simplepw00

4. PLAYER_NAMEZ} PLAYER_PASSWDZ (2]

5. A Y Z2t0[ A E(GomokuClientexe)E AATL|CE Of2fo| AT E X< 20| HME
ALt

6. CtE E2O0|NE H&sHOF L|Ct CHREE 22 A5 TN
Binaries/client_player2 2 Z 0| &3}0] config.ini T2 A A et 20| =t
player2& &g L(Ct.

7. 5 7He A StHO|M LZ 2T F Start SHH KR!

8. O[0| ATt TCHEICHH R Z &0 £ Give upg & = USLICHL

E) x|x—| o|-|_| |:|-

[ =

9. DynamoDBZ2| ScoreE &2|= H &30 MatchmakingS EHIZESH EHAIR.

10. =15t &L EH
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& 1: MatchMaker= 7/:2% 92 PLAYER NAMEZ} 0/0] DynamoDBOY =3} 5

PLAYER PASSWDE H/ i gfL|C}. BfAZEJf HOFEH = 70/0) A& = 2fa &L/0f BHY

PLAYER_NAMEO] 8f5l5}= LJO/E/ 7} ZICHEH Si5 E2/0/0E ME 4Edfd A& =
ZE 217X o= =2 2215/0) Y5 L/} ApABF 2812 fZ A& &= MatchMaker 22

FLE 23R,

A Eeto|HE L= K, 7= A HIZ S Gomoku(Omok, FiveStones)E &HH Z7|M K.
(*HIO|H 2| E MHiZ & = HE QI Kot AtS =HelsfjoF Lo
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Appendix A Deployment Package with Python cheat sheet

How to create a deployment package for Lambda using python
For detailed information, refer to our web page at http://docs.aws.amazon.com/lambda/latest/dg/lambda-
python-how-to-create-deployment-package.html

For a quick cheat sheet, as python environment in lambda does not have all the library user can possibly
use, it is recommended that you use a customized deployment package for any function that extends
beyond built-in AWS SDK.

In our case, we created the project directory, and using pip, installed the necessary library into the
project directory, and zipped the directory as is.

From CLI, the sequence of commands should look like this.

] mkdir project

] cd project

] vi Scoring.py

] pip install redis —t .

] pip install boto3 —t .

] zip —r LambdaDeploy.zip *

For more information on creating a proper deployment package, please refer to the link above.
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Appendix B Notes on compiling the source binary
Compiling the binaries used in this example.

This lab has 3 different binaries used throughout. 1 Game client, and 2 game server binaries are used.
For your convenience, each of them are precompiled and supplied within the starting package, however
if you want to compile the binary yourself, here’s the simple instruction on compiling.

You need to have Visual Studio 2015 Community Edition installed. If you can reconfigure VS 2017 to
match that of 2015, you might try, however due to the NuGet package dependency, it is recommended to
use VS 2015 edition instead.

Also you will want to use the platform toolset version Visual Studio 2015 (v140).

GomokuClient Property Pages ? X
Configuration: ’ Release v~ Platform: | Active(x64) v l Configuration Manager... .
4 Configuration Properties
General Target Platform Windows
Debugging Target Platform Version 8.1
VC++ Directories Output Directory S(SolutionDir)$(Platform)\S$(Configuration)\
b C/C++ Intermediate Directory S(Platform)\$(Configuration)\
b Linker Target Name S(ProjectName)
b Manifest Tool Target Extension Exe
b XML Document Fienerator Extensions to Delete on Clean *.cdf;*.cache;*.obj;*.obj.enc;*.ilk;*.ipdb;*.iobj;*.resources;*.tlb;* tli;
> Lol Build Log File $(IntDir)S(MSBuildProjectName).log
b Buld Events Platform Too Visual Studio 2015 (v140) v
DS R Enable Managed Incremental Build No
P Code Analysis
Configuration Type Application (.exe)
Use of MFC Use Standard Windows Libraries
Character Set Use Multi-Byte Character Set
Common Language Runtime Support No Common Language Runtime Support
.NET Target Framework Version
Whole Program Optimization Use Link Time Code Generation
Windows Store App Support No
1
1 Platform Toolset
0 Specifies the toolset used for building the current configuration; If not set, the default toolset is used
i]< >
I OK l Cancel ‘ Apply

The each of the project files, GomokuServer.sln, GomokuMatchMaker.sln, GomokuClient.sln are
prepared within the project directory.

As for NuGet, please refer to this link for detailed information on how to update the package maneger
on Visual Studio 2015.
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Appendix C AWS Cli environment notes

Creating a AWS Cli environment.
In this lab, we need to create a cli environment for GameLift binary upload.
Fortunately, we can easily create a AWS CLI environment following below steps.

For installing on each OS, refer to this page:
http://docs.aws.amazon.com/cli/latest/userguide/installing.html

Once you have the environment installed, you will need to create a [AM user with programmatic access,
and setup your command line interface with the created IAM credentials.

Please refer to this page for detailed instructions:

http://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
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Appendix D Setting up Windows notes
EC2 Windows Server 44 3 A%

ZS0| A EC2 AMH|A MEH = Launch Instance HES SEI810 EC2 MM S
RFSHL| O

=

> I'HJ

2. Amazon Machine Image £ Microsoft Windows Server 2016 Base £ MEHBIL|C},

b Microsoft Windows Server 2016 Base - ami-5648ad2c

Windows Microsoft Windows 2016 Datacenter edition. [English]

Root device type: ebs Virtualization type: hvm

3. Instance Type 2 t2.large S2 O & Ef2 MEAGL|CE
4. 2ot AE2 ChZat 20| gLt
Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server an
allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: @Create a new security group

Select an existing security group

Security group name: MatchMaking
Description: SG for MatchMaking
Type (i Protocol (i Port Range (i Source (i
RDP v TCP 3389 Custom 3| 0.0.0.0/0
Custom TCP | 3 TCP 5999 Custom 3| 0.0.0.0/0

5. #1 U= Key Pair(.pem IHO[ JACHH)ZF UCHH AL = AR RELICH Key Pair 7t Sl=
8% Create a new key pair 82 MEISIO] dd = CHR2EESLICH A d3Tt Key

C

o
S QIABAO YASIE B53l0) AHSE7| HEO| AT KHEIX] L Key
=

o

a
Pair & At&dH{OF2tL|Ct,
Windows Server 2| 4% B 7ts HEfHX| 2F 4 20 & :

7. EC2 MH|A9| Instances M7= O|&5H0] ot AIAHAT MEHGH F| AT
Connect HES S L|CL

8. 7|& AEZ Administrator 7t 2 &[0 Get Password HHES S E5t0] %
AR EE FEL|CH

9. I{A%E+= Public Key & S8 d-d5H Y=ot 2|0 QS LT

r

= s

il
-
il

ey Pair 2t &Y%t Key E MEISH F| Decrypt

el S K
Password HES 2&/510] INAQEE ES3}8tL| LY
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Connect To Your Instance > Get Password

The following Key Pair was associated with this instance when it was created.

In order to retrieve your password yoU W
machine:

Key Name virginia.pem

of this Key Pair on your local

Key Pair Path  choose File ' virginia.pem
Or you can copy and .

----- BEGIN RSA PRIVATE KEY-----

MIIEpAIBAAKCAQEALtzITIHAc0zSPuBVzAOM+dMBy4957 TWpjxWSEXY FWwtfODBuaBPGxCCWCIDWT
eqiDcXeUOYdRUNDgp8rJ/DérljP8Wac8fefdkJtddllagAsVyP2y8SDkbyl8+8t5AVIQbzj GGELX
Ng6dRJtGIBq3YIDZ/8TWt5+7WkJWF4v03jjNaionbiaaE6iSHv/mYmMPh3/Dn7qgMyodpUiLJOQu
JKAzmIZreKwyBgokrGOWGeWflYABfgoGc7kSJenmCYDKnNk)VFjiaPfrz91gPC4FNbZOHIBK/WzJK

4

11.CtSd 40| QAAAEHA

Connect To Your Instance

Decrypt Password

oo (23

M4 Hwot o LhepeLT

You can connect to your Windows instance using a remote desktop client of your choice, and by
downloading and running the RDP shortcut file below:

Download Remote Desktop File

When prompted, connect to your instance using the following details:

Public DNS ec2-34-230-70-26.compute-1.amazonaws.com

User name Administrator

rassword |

If you've joined your instance to a directory, you can use your directory credentials to connect to your

instance.

If you need any assistance connecting to your instance, please see our connection documentation.

12.2tHO| HEE 0|83 QIAHAQ
Ot O MLCHH Public DNS 7} Ml & E| K|
QIAEA0 2T 7 EIPE S

13.Windows At&At= AA0A3E (&
Store O A| Microsoft Remote Desktop & & X|510]
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UL L|CH O] A2 Elastic IP £ MMl
£otL|Ct)
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14, 2ot 4H 2 S| ELICE Control Panel -> System and Security -> Windows Firewall
Ol w2 OlsLCH

ﬂ Windows Firewall
&« v 4 @ > ControlPanel > System and Security » Windows Firewall
Help protect your PC with Windows Firewall

Control Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network.

through Windows Firewall
& Change notification settings l Q Private networks Not connected
%) Turn Windows Firewall on or

off l v Guest or public networks Connected

& Restore defaults
Networks in public places such as airports or coffee shops
& Advanced settings
Troubleshoot my network Windows Firewall state: On

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: = Metwork 2
Notification state: Do not notify me when Windows Firewall blocks a
new app

15. 2% 0| +2| Advanced settings £ O| &% L|C}.
16. 21Z 0++2| Inbound Rules £ MEHSID @ EZO| New Rule... 7 S22 LICtH New
Inbound Rule Wizard 7} A|ZHE!L|C}

17.Rule Type 2 Port & MEHSIT Next & S22 L|Ct Specific local ports 0ff 5999 &
2ot F Next & 22TtLICH

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @ TCP

@ Action ) uDp

@ Profile

@ MName

Does this rule apply to all local ports or specific local ports?

() All local ports
® Specific local ports: |5999 |
Bxample: 80, 443, 5000-5010

18.0|2= 7|2¢(22 TATLILE OX|8tez FH O|§= Y&t 7 Finish £
ZEot0] Yety 282 2= LCL
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MatchMaking Properties X

General Programs and Services Remote Computers
Protocols and Pots  Scope  Advanced  Local Principals ~ Remote Users

Protocols and ports

w” Protocol type: TCP il

Protocol number:

(=]
4k

Local port: Specific Ports ~
5599
Bample: 80, 443, 5000-5010
Remote port: All Ports ~

Example: 80, 443, 5000-5010

Intemet Control Message Protocol
{ICMP) settings:

Cancel Aoply
19.0| M M&O 2 E0}7FA Matchmaker AlH #+4S 2tZBtL|CT,
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