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How to Configure SAML 2.0 for IAM ldentity Center
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Supported Features

The Okta/IlAM Identity Center SAML integration currently supports the following features:
o SP-initiated SSO
« IdP-initiated SSO

For more information on the listed features, visit the Okta Glossary.

Configuration Steps

1 Save Okta’s IdP SAML metadata:
 Sign in to the Okta admin dashboard, add the AWS IAM Identity Center app.
« Select the Sign On tab.
« Under SAML Signing Certificates, select View IdP Metadata from the Actions drop-down menu.

« Save the contents as metadata.xml.
2 Sign in to the AWS Management Console.

3 Go to Security, Identity, & Compliance > IAM Identity Center:
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Click Enable in the upper right:

IAM Identity Center (successor to [T
AWS Single Sign-On) -
Manage workfo

Select Settings (on the left), Go to settings on the right, or Choose your identity source (in the middle). All three take you to the Settings page where

you can choose your identity source:

1AM Identity Center

ne @D

(@) AWS LAM Iidentity Center s the updated console for the features of AWS Single Sign-On (AWS 550)
The features that comprised AWS Single Sign-0n (AWS 550) are avallable through the 1AM identity Center console. They offer a betber way to
connect or create a warkforce directory, and to manage users' access across AWS accounts and integrated applications. Leam mere [

& You successfully enabled IAM Identity Center.

M Identity Center Dashboard

AWS |AM Identity Center (successor to AWS Single Sign-On) dashboard

Jentity enabiles you to manage workf " s more [2
Recommended setup steps Settings summary
Go to settings
mn 1
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Tive identity source is where you administer users and groups, and Is the service that
) ; | ty Centin dinex ¥

auth

§ YOUr Users.

Ghve users and groups sceess to specific AWS aceounts in your erganization ' [A

Customize

srabled applicat

Ghoe users and groups sccess to applications that imtegrate with your Identity Center

Give users and groups sccess te your cloud applications and any SAML 2.0-based

custom applications

Under Identity source, select Change identity source from the Actions drop-down menu:
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1AM Identity Center
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ARN Delegared administrator
am:aws:ssocinstance /ssoins- SRS eaE, ) Mo account registered

Region ientity Center enabled applications
US East (M. Virginia) | us-east-1 @ Enabiled in member accounts

@ Attributes for access control Enable

Configure this option to gramt access to users based on specific characteristics. Learn more (4

Identity source Authentication Management

Identity source

Chocse the directory whess ou want (o reanage your users and groups. Learn more [ .
Custormize AWS access portal URL

I Change identity source I

Identity source

Identity Center directory

Authentication method Brovisioning method
Password Direct
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On the next page select External identity provider, then click Next.

Configure the external identity provider.

« |dP SAML metadata: Click Choose file to upload Okta’s IdP SAML metadata you saved in step 1.

» Make a copy of the AWS access portal sign-in URL, IAM Identity Center ACS URL, and IAM Identity Center issuer URL values. You'll need these

values later on.

Click Next.

Important: Changing your source to or from Active Directory removes all existing user and group assignments. You must manually reapply

assignments after you have successfully changed your source.
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IAM Identity Center > Settings » Change identity source

Change identity source

Your identity sounce is where you manage users and groups. You use 1AM ldentity Conter to manage permissions for users and groups in your identity source to access
AWS accounts and clowd applications. Learn maore [

Step 1
Choose identity sounce

Configure external identity provider

i Service provider metadata
Mg“ external Id'mitl" Your identity provides (IdP) requires. the fiollowing 1AM identity Center certificate and metadata information to trust LM Identity Center as
provider a service provider, You can copy and paste this information, type it in the service provider configuration interface for your IF, or

download the UM Identity Center metadats fle snd uplosd it to your 9.

Step 3 | M Download metadata file

AWS access portal sign-in URL
(G hittps: /S e SR Ty

ety T L

LAM Identity Center Assertion Consumer Service U\.CSI URL
@ https:/fsignin. mg»ﬁ\ _"‘“ 3

1AM Identity Conter isswer URL

B3 Pt fus-cast. 1 P e

Identity provider metadata

AW requires specific metadata provided by your identity provider (IdP) to establish trust. You may copy and paste from your 1P type the
meetadata in manually, or upload a metadata exchange file that you download from your Ide.

Depending on the ientity provider, you may have to:

IdP SAML metadata

[f Choose

Qr

IdP sign-in URL
IdP issuer URL

IdP certificate
[ choose file

Review the list of changes. Once you are ready to proceed, type ACCEPT, then click Change identity source.

In Okta, select the Sign On tab IAM Identity Center SAML app, then click Edit:

o Enter your AWS IAM Identity Center SSO ACS URL and AWS IAM Identity Center SSO issuer URL values (step 8) into the corresponding fields.

» Application username format: Select one of the options from the drop-down menu.

Note: All users in AWS IAM Identity Center SSO require a unique username, so the mapped value should be unique within your organization.

« Click Save.

Done!

SP-initiated SSO

Go to the AWS IAM Identity Center Sign-in URL (step 8).
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