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Spoke VPC Architecture
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PC and Securit

Group Patterns

AWS Accelerator Standard VPC Design

TGW_Az1 Subnet
TOMNBER0ET

TGW _Az2 Subnet
TOMBEE2EY

( Used for Unclass, Dev, Test, Prod, Central VPC's) -

web_Az1 Subnet

IOMNE20/0

TGW_Az3 Subnet
TOMEREAT

Web_az2 Subnet |

TOM1280/20

App_Az1 Subnet

009

Web_Az3 Subnet

10ON1920/20

- App_Az2 Subnet
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Data_Az1 Subnet

10MNBOAD

App_Az3 Subnet

TOM1E00N9

Data_Ax2 Subnet

0744020

Mgmt_Az1 Subnet
HONAD2

Data_Az3 Subnet

10R20R0/20

Mgmit_Az2 Subnet
10N 2020

Mgmt_Az3 Subnet
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(Half Class B option exists)

NOTE; TGW subnets are not shared
Sandbox_VPC drops tha TGW subnets,
‘Web subnets become public w/IGW and
NATGW for private subnets. Central VPC
RFCH598 subnets named GCWide_azx

VPC CIDR 10.N.O.O/16*

* We are assigning a full /16 to each VPC (Ee 10.10,0.0/16 for Dev, 10.71.0.0/16 for Test, etc). Customer can opticnally use other RFCT218 CIDR blocks. It is critical these CIDR ranges do not conflict with a
lepartments on-premise CIDR ranges as there is NO NAT ing for ground ta cloud commumications (mark as "used for doud” in the departments on premise IPAM system)
** Note: TO.M.224.0/19, 10.N.88 TOMN.85255 and 100y 128/25 are avallable for future assignment

*** The Central VPC CIDR has been extended with a RFCE598 CIDR range (intemal web subnets) to host MAD and other services that may require cross departments access.




AWS Accelerator NACL and Security
Group Design (Default)

Source; 0.0.0.0/0
Ports: HTTF, HTTPS

Parts: Any

Ports: Amy

Ports: Any

Ports: Any

Ports:MSS0L, MYSQL Aurora,
Redshift, PostgreSQL, Oracle-RDS

Ports: Any

Ports: Any

Source: On-Premise range
Ports: RDP, 55H

Parts: Any Central VPC
Web/&pp/Mgmt/GCOWide Subnets
{Using IP Addresses)

Central VPC
Data Subnets
{Using IP Addresses)

MNotes:
Security groups depict the allowed INBOUND flows, no
outhound restrictions exist;
NACLs are only used to denbed flows (bi-directional);
Arrow color indicates which security group holds the rule.




AWS Accelerator Specialty VPC Designs
m " IPSec VPN version

Availabil f;.' Tone Bvailability

E_U:G(Jé e : Public_az1 | Public_Az2
Emeforboth) Subnet _ i Subnet

e | 1008e25012806

00000 > ENPW-AZF2 i FWMgmit_Az1 I EES PWMgmit_Az2
B ard AZ2 i) Subnet Subnet
COCO/B->\EW | 1o0%e25132/27 10096251 160/27 , | Availability Zons Availability Z
| Csn.2xl | prover I x Ll Py
Q000> BNPNAZEH Proxy_AZ1 I Proxy_AzZ {3.3Ghps ' Endpoint_AZ1 ; ‘ Endpoint_AZ2 ! Endpoint_AZ3

! = [ Subnet Subnet i Subnet
(B and AT i) 17 subnet T Subnet - IPSec) ! : RS 4 :n-r:f “ L ’I-J :E g
1009625 164/26 T0096251192/26 bt i L) | oo

No asomertis i JoNaE4 ! Vi JoNs04_ T

VPC CIDR 10.N.0.0/22

Q0O0D -GN OnPremise_Az1 RN I OnPremise_Az2
TONOOY T3 ENHPWASET | Subnet dsoids [ Subnet

W2 ard AZ2 e WO0GE25064/26 V| 10096250192/26

VPC CIDR 10.N.4.0/22 +100.96.250.0/23

** Note! 10m4.0/22 must be used to created VPC as you cannot extend a 100.* subret block, this is a FortiSandbox detonation subnet aws migrauians
** Additioral T00.96,252.0/23 needed for the overlay retwork (Fortigates inside VPN tunnel), Before GCCAP available, Public subnet will hold ELE's for public facing applications e
sasd Bemaining available addresses: 100.96.251.0/27 and 100.96,251.128/27 (32 per AZ)




Additional Perimeter Patterns

AWS Network Firewall Pattern e (BD—E

- Perimeter VPC UIGW

{100.96.250.0/23)

Favailability Zone A 1 Tavaitability Zone B

I
Public Submet Ly Public Sulbsnet
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NOTE1: Distinct route tables required per AZ, which targets the local AZ's nfw, gwlb or ngw endpoint



AWS Network Firewall Pattern

E Canada (Central i

- Warkload VPC

(10.4.0.0/18)
Availability Zane A
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- Perimeter WPC

10

AWS
WAF

AWS
Metwork
Firewall

(100.946.250.0/23)

:-A;ail-at;llt-:,.- Zone A

i i - Pm:; Subnat -
¢ B L 5 =
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i Public Sulynet
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®

NAT GW
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(10096251, 360,/27)

OnPremise Subnet
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Destination Target
10.7.4.0/22 local

0.0.0.0/0 nfw-id-az
oo widsz

Public Subnet Route Table
Destination Target
10.7.4.0/22 lecal

: Proocy Subnet Route Table
: Destination Target
: 10.74.0/22

10.0.0.0/8
100.96,252.0/23

0 0 0 0 0 0 00 0 000 0 0 0 0 0 0 S 00 0 0 0 00 0 0 0 0 0 0 Sl 0 0 0 0 0 S 0 0 0 0 0 0 0 0 0 0 0 0 0 e 0 0 0 Sl 0 0 0 0 0 S 0 0 0 0 0 S A0 0 5 W

NOTE?1: Distinct route tables required per AZ, which targets the local AZ's nfw, gwlb or ngw endpoint



AWS GWLB Pattern

[ perimeter vec Public Subnet Route Table
(100.96.250.0/23)
Appliance VPC {nat routable) { Availabily Zone A | JAuiabilty Zone B | B e
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NOTE1: Distinct route tables required per AZ, which targets the local AZ's nfw, gwlb or ngw endpoint



AWS GWLB + NFW Pattern

Appliance VPC {not routable)
|172,16.0.0/22)

Availability Zone A
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NOTE1: Distinct route tables required per AZ, which targets the local AZ's nfw, gwlb or ngw endpoint
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