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U2 Dashboard iy P
Create Load Balancer ons Vv
Events o o 0

Tags < Q Filter by tags and attributes or search by keyword 1to1of1

Reports

Limits - Name « DNS name ~ State ~ VPCID ~ Availability Zones + Type ~ Created At *+ N
=1 INSTANCES @ acm-pca-usecase-6-alb acm-pca-usecase-6-alb-112...  active v us-east-1b, us-east-1a application August 2, 2019 at 10:27:19 ...

Instances

Launch Templates

Spot Requests Step 1 :

e * You should see the load balancer that is

Scheduled Instances created in your account under EC2 -> Load

Capacity Reservations

.y Balancers

s * Copy the DNS name of the load balancer and
copy it into your notes application. We will

Volumes s @ .
need this information later
Snapshots
Lifecycie Manager Load balancer: | acm-pca-usecase-6-alb o
- N W K&SE JRITY "
Security Groups Description Listeners Monitoring Integrated services Tags

Elastic IPs o S -
Basic Configuration
Placement Groups

Key Pairs Name acm-pca-usecase-6-alb

Network Interfaces ARN  arn:aws:elasticloadbalancing:us-east-1: @
= LOAD BALANCIN DNS name  acm-pca-usecase-6-alb- )
| Load Balancers (A Record) \

Target Groups State  active

=) AUTO SCALING Type  application
Launch Confiqurations
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Certificate Manager

e certficate authority AWS Certificate Manager

Prn;a;e CAs
AWS Certificate Manager (ACM) makes it easy to provision,
manage, deploy, and renew SSL/TLS certificates on the AWS

platform. Z

Step 2 : RS
* Let’s issue a private certificate

* Click Get Started
pll

Provision certificates

User guide

Deploy SSL/TLS-based sites and Manage certificates

applications
Provide the name of your site, establish your Create an Elastic Load Balancer or Amazon See all of your ACM-provided and imported
identity, and let ACM do the rest. ACM CloudFront distribution and use ACM-provided certificates in one place in the AWS Management
manages renewal of SSL/TLS certificates or imported certificates with SSL/TLS to Console. Automate management tasks by using
issued by Amazon for you. securely identify your site. the ACM API, SDK, or CLI.

Leam more. Learm more. Learn more.
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Choose Import a certificate to import an existing certificate instead of requesting a new one. Learn more.  [EFAITINET EREN T TN

Request a certificate
Choose the type of certificate you want, and then chocse Request a certificate

Request a public certificate - Request a public certificate from Amazon. By default, public certificates are trusted by browsers and operating systems. Learn more.

o Request a private certificate - Hequest a private certificate from your organization's certificate authority. Learn more.

Step 3 : Request a private certificate
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Request a private certificate

| Step 1: Select CA Select certificate authority (CA) L7

Step 2: Add domain names You can create your certificate by specifying a CA.

Step 3: Review

CA acmsubordinateca g1 : (NN v

Type Subordinate
Organization (0O) mycompany
Organization unit (OU) payroll
Country name (C) us
State or province washington
Locality name seattle
Common name (CN) acmsubordinateca g1

Step 4 :
» Select the subordinate CA with common name acmsubordinateca g1
* The issued private certificate will be signed by this subordinate issuing CA
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Request a private certificate

Step 1: Select CA
You can use AWS Certificate Manager certificates with other AWS Services.
| Step 2: Add domain names

Step 3. Review )
Add domain names [¥]

Type the fully qualified domain name of the site you want to secure with an SSU/TLS certificate (for example, www.example.com). Use an asterisk (%) to request a wildcard certificate to protect several sites in
the same domain. For example: *.example.com protects www.example.com, site.example.com and images.example.com.

Domain name* Remove

acm-pca-usecase-6-alb- SN s-east

Add another name to this certificate

a es 10 1 xample, if request yw.example jht want to add t 2 ‘exa * 50 that custome » te by either name. Leam

more

*At least one domain name is required Cancel Review and request

Step 5:
* Fill in the domain name for the certificate with the DNS name of the ALB that you
copied in Step 1
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Request a private certificate

Step 1: Select CA Add TagS

Step 2: Add domain names To help you manage your certificates you can optionally assign your own metadata to each resource in the form of tags. Learn more.

| Step 3: Add Tags

Step 4: Review Tag Name Value
Tag Name Value
Add Tag

Cancel Previous Review and request

Step 6 :
* Don’t put any tags here as we won’t be using tags on private certificates

* FYI ACM Private Certificates now supports tag on create.
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Request a private certificate

Step 1: Select CA Review and request ©

A main nam ; :
Step 2: Add domain names Review your choices. Learn more.

| Step 3: Review and request
Certificate Authority Edit

CA  acmsubordinateca 91 : (NN
Domain names Edit

Domain name  acm-pca-usecase-6-alb- U us-east-1.elb.amazonaws.com

Cancel Previous Confirm and request

Step 7 : Verify that the domain name is accurate and click Confirm and request
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Certificates Certificates ©

Certificate Manager
AWS Certificate Manager logs domain names from your certificates into public certificate transparency (CT) logs when renewing certificates. You can opt out of CT logging. Learn more

Private certificate authority

" x
Private CAs o Success K
Your certificate was requested successfully.
Request a certificate £, Import a certificate Actions ~ c & @

« < Viewing certificates1to1 , »

Name « Domain name « Additional names Status « Type « Inuse? « Renewal eligibility «

v acm-pca-usecase-6-alb- (- -22st- 1.elb.amazonaws.com Issued Private No Ineligible

Status Certificate created successfully

Status Issued
Detailed status The certificate was issued at 2019-08-03723.06:01UTC

Details

Type Private Requested at 2019-08-03723:05:58UTC

Inuse? No Issued at 2018-08-03T723:06:01UTC

Domain name acm-pca-usecase-6-alb (NN s-east- Not before 2018-08-03T22:05:59UTC

1.elb.amazonaws.com Not after 2020-09-03T23:05:59UTC

Number of additional 0 Public key info RSA 2048-bit
names Signature algorithm SHA256WITHRSA
Identifier 187e0aaf-33%e-43ea-ac4a-df2eBe141a36
) ARN arn:aws:acm:us-east-

Serial number d7:¢c1:14:21:6e:d9:11:e3:4e:9d:3d:e6:63:56:63:4b 1—:enifnca!a/‘l87&0331-3398-4Sea-ac4a-

df2eBe141a36
CA arn:aws:acm-pca:us-east-1 (D
e T )



