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Q  security|Hub X
Search results for 'security’

Services

Q admin/pasganth-Isengard @ 0345-4131-3587 ¥ N. Virginia

AWS Security Hub is AWS's security and compliance center

Top features

Stay connected to your AWS
resources on-the-go

AWS Console Mobile App now supports
four additional regions. Download the

Investigate and analyze potential security issues

Protects Against DDoS Attacks and Malicious Web Traffic

Intelligent Threat Detection to Protect Your AWS Accounts and Workloads

Features

AWS Console Mobile App to your iOS or
Android mobile device. Learn more [£

Explore AWS

AWS Backup

Centrally manage and automate backups across
AWS services. Learn more [

AWS Certification

Explore the resources available to help you
prepare for your AWS Certification. Learn more [




Security Hub X Security Hub > Summary

2. Click on Findings

Summary Summary
Security standards
Insights . . . .
Insights Latest findings from AWS integrations
Findings M
Integrations Amazon GuardDuty
1. AWS resources with the 5 Open the GuardDuty No findings
Settings most findings console [
2. S3 buckets with public
what's new @) write or read permissions 0 Amazon Inspector
Open the Inspector No findings
3. AMIs that are console [4
generating the most 0
findings Amazon Macie

Open the Macie console No findings

A "M lmcbonmons lwmomlscadd



Security Hub

Summary

Security standards
Insights
Findings

Integrations

Settings

what'snew @)

Security Hub

Findings

Findings

A finding is a security issue or a failed security check.

3. You see 5 Findings called
Certificate Revocation

Q. | Workflow status FQUALS NEW X || Workflow status FQUALS NOTIFIED X || Record state FQUALS ACTIVE X

Severity

® MEDIUM

® MEDIUM

® MEDIUM

® MEDIUM

® MEDIUM

Workflow status

NEW

NEW

NEW

NEW

NEW

Company

Personal

Personal

Personal

Personal

Personal

Product

Default

Default

Default

Default

Default

Title

Certificate Revocation

Certificate Revocation

Certificate Revocation

Certificate Revocation

Certificate Revocation

Resource ID

d9:¢9:cb:c9:bd:39:

72:51:97:bf:cf:a3:
d0:69:72:ff

96:5d:1e:e4:52:5f:
90:¢5:94:60:1b:ca:

f8:d9:ef:cd

11:4¢:7f:99:1b:9d:
8a:¢9:40:dc:59:09:

77:4b:02:85

bd:ce:6a:a6:1e:ca:

70:a9:7d:59:bf:2a:

59:c2:21:6a

06:e2:bf:38:7¢:11:
ab:e2:5f:95:82:44:

d4:a3:fa:f6

Actions V¥

Resource type

Other

Other

Other

Other

Other

Change workflow st

atus

Status

v

Create insight

Updated at

4 minutes ago

4 minutes ago

4 minutes ago

4 minutes ago

4 minutes ago

v



Security Hub

Summary

Security standards
Insights

Findings

Integrations

Settings

what's new @)

X Security Hub > Findings

Findings

A finding is a security issue or a failed security check.

Actions V¥

Change workflow status ¥

Create insight

Workflow status FQUALS NEW X H Workflow status EQUALS NOTIFIED X H Record state FQUALS ACTIVE X

Severity

® MEDIUM

® MEDIUM

. ® MEDIUM

® MEDIUM

® MEDIUM

Workflow

status v

NEW

NEW

NEW

NEW

NEW

Company

Personal

Personal

Personal

Personal

Personal

4. Click on Certificate Revocation
Notice the certificate ID that was revoked

Produd

Default

Default

Default

Default

Certificate
Revocation

Certificate
Revocation

Certificate
Revocation

Certificate
Revocation

Certificate
Revocation

Resource ID

:a3:d0:69:72:

96:5d:1e:e4:52:
5f:90:¢5:94:60:
1b:ca:f8:d9:ef:c
d

11:4¢:7f:99:1b:
9d:8a:¢9:40:dc:
59:09:77:4b:02:
85

bd:ce:6a:ab:1e:
ca:70:a9:7d:59:
bf:2a:59:¢2:21:
6a

06:e2:bf:38:7¢c:
11:ab:e2:5f:95:
82:44:d4:a3:fa:f
6

arn:aws:acm-
pca:us-

Resource type

Other

Other

Other

Other

Other

Certificate Revocation
Finding ID: us-east-1/196019865495/d9:c9:cb:c9:bd:39:72:51:97:bf:cf:a3:d0:69:72:Ff

® MEDIUM
A private certificate was revoked in AWS Certificate Manager Private CA

Workflow status RECORD STATE
New v ACTIVE
Set by the finding provider

AWS account ID Severity (normalized)
196019865495 @, 60 @

Created at
2020-06-25T21:38:09.282417Z @,

Updated at
2020-06-25T21:38:09.282417Z @

Product name
Default @

Severity label
MEDIUM @

Company name
Personal &

» Types and Related Findings

v Resources
Resources detail

d9:¢9:cb:c9:bd:39:72:51:97:bf:cf:a3:d0:69:7 2:ff

Resource type Resource Region
Other @ us-east-1 @
Resource ID

d9:¢9:cb:c9:bd:39:72:51:97:bf:cf:a3:d0:

69:72:ff @



