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Findings

A finding is a security issue or a failed compliance check.

Actions

v

Create insight

Q| Title FQUALS Certificate Authority Creation X H Record state fQUALS ACTIVE X X
c 1 )

Severity v Company Product Title v Resource ID Resource type Status v Updatedat v
arn:aws:acm-
ii:us-west-

s . 7:certificate- 5

® MEDIUM Personal Default Certificate Authority Creation authority/e8074 Other - a minute ago
205-7ae3-4961-
aafé-
14ab5b999f57

Step 1:

* Go to the Security Hub service
» Select Findings on the left side of the page
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Security Hub Findings

Findings

A finding is a security issue or a failed compliance check.

Q

Title FOUALS Certificate Authority Creation X || Record state FOUALS ACTIVE X X

Severity

® MEDIUM

Company Product Title v Resource ID Resource type Status v Updated at

arn:aws.acm-
pca:us-west-

7:certificate-
Personal Default Certificate Authority Creation Othe - a minute ago
r u runcate Au rity Creator authority/e8074 r u g
205-7ae3-4961-
a4f6-

14ab5b999f57

Step 2:
* Filter by Title EQUALS Certificate Authority Creation
* Select the finding by checking the box next to the finding

v
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Step 3:

* Go to the upper right corner of the page under “Certificate Authority Creation”

Insight: 1. AWS resources with the most findings

Security Hub managed insight

This list shows a subset of findings in this insight.

Actions V¥ i

Certificate Authority Creation

Finding ID: us-west-2/313327970627 /arn:aws:acm-pca:us-west-

2: N : e tificate-authority/d6adafle-1cc8-47bc-8f86-

5a1228117d92

’ Resource ID FOUALS arn:aws:acm-pca:us-west-2:313327970627:certificate-authority/d6adafie... X e
[ Record state FOUALS ACTIVE X
1
Severity v Company Product Title v Resource ID Resource
arn:aws:acm-
pca:us-west-
Certificate
27:certificate-
v hori
v} ® MEDIUM Personal Default lc\:l:a:;:y authority/d6ad Other
afle-1cc8-
47bc-8f86-
5a1228117d92

* Select the Finding ID link

& MEDIUM

A Private CA certificate was issued in AWS Certificate Manager Private

CA

AWS account ID
313327970627 [+

Created at

2020-02-19T18:53:24.3722432
®

Product name
Default [#]

Company name

Personal [#]

Archive

Severity (normalized)

60 [#

Updated at

2020-02-24T16:45:53.322597Z
G

Severity label
MEDIUM [3]

¥ Types and Related Findings

Types
Unusual Behaviors

¥ Resources
Resources detail



Finding JSON X

29 ¥,
0~ "Resources": [
31~ {
32 "Type": "Other",
33 "Id": "arn:aws:acm-pca:us-west-2 { |
:certificate-authority/déadafle-1cc8-47bc
-8f86-5a1228117d92",
34 "Partition": "aws", Step 4:
35 "Region": "us-west-2", ’
36 - "Details": { * Scroll down to Resources >
37~ "Other": { Details > Other
38 "PrincipalName": "antpas", * See the PrincipalName, the
39 "EventName™: ’ o principal that took this
e}mpor'tCer'tl ficateAuthorityCertificat action and the EventName
40 } is the API call that the
41 } principal invoked that
42 } triggered this finding to
43 1, appear

44 "WorkflowState": "NEW",
45 "RecordState": "ACTIVE"
46 }




