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For quick access, place your favorites here on the favorites bar. Import favorites now

A

Your connection isn't private

Attackers might be trying to steal your information from acm-pca-usecase-6-alb-
-us-wost-z.olb.amazomws.com (for example, passwords, messages, or

credit cards).

NET::ERR_CERT_AUTHORITY_INVALID

Advanced

Step 1:
* Navigate to: https://<your ALB DNS >

* Validation of ALB identity will fail as the
browser doesn’t have the root certificate in its
trust store

Back to Safety



Services ~ Resource Groups ~ * \ ) Support ~

Private CAs
Certificate manager
< Create CA Actions
rtificat CA common name Organization ou Type Status
Private CAs Test Root Test Root Deleted

acmpcasubordinateca g1 mycompany hr Subordinate Active

acmpcaroot g1 mycompany hr Root Active

Status CA certificate Revocation configuration Tags Permissions

Subject
Organization (O) mycompan
omaniz:i:n Unit (OU) nryco o Step 2:
State or province name washington .
Locality name  seattie * Under ACM > Private CAs
Common Name (CN) acmpcaroot g1
 Select Root CA
CA certificate validity  Click “Export Certificate body to a file”
Not after 2029-08-20 15:26:20UTC . .
Expiresin 3652 Days * Certificate.pem will be saved to your laptop

Additional information
Signature algorithm SHA256WITHRSA

Serial number [

Certificate body

MIIDjTCCAnWgAWIBAGIRAJD JMRrmWOV20Zib0FIJWAEMWDQYJIKOZIhveNAQELBQAW
YDETMBEGALIUECAWKd2FzaGluZ3RvbjEQMA4GAL1UEBwwEC2VhdHRSs ZTESMBAGALIUE
CgwJIbX1jib21wYW55MQswCQYDVQQLDAJoC JEWMBQGA1UEAWWNYWNtcGNhem9vdCBn
MTAeFwOXOTA4MjAXNDIZMjBaFw0yOTA4MJAXNTIZM jBaMGAXEZARBgNVBAgMCndh
c2hpbmd0b24XEDAOBGNVBACMBIN1YXRODGUXE JAQBgNVBAOMCW15Y29tcGFueTEL
MAKGA1UECwwCaHIXFjAUBGNVBAMMDWF {bXB{YXJvb3QgZzEwggEiMAOGCSQGSIb3
DQEBAQUAA4 IBDWAwWgGEKAOIBAQCAeTvgmilcVs+cJQmwimKs YkROPABX {bDEb £ Py
UwdB8bNIZNtZ91nWgcV+fGOCzoE3+Uowag7AGyKhkupWpJauJZGUNvnSLYdvkwARu
1zQTyBh6KXM7bXEIkIU2ppwIJIsUUNwcMTWbEi1PLd20DZ jh5p8gbCNgQWG+8khk5

& Export Certificate body to a file
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(@) © Edge | edge://settings/?search=certif ¥

For quick access, place your favorites here on the favorites bar. Import favorites now

Settings
Q_ certif X

Profiles

Appearance

On Startup

Privacy and Services
Site Permissions
Downloads
Languages

Printing

System

Reset Settings

O CDdPeIDPCHX

About Microsoft Edge

Step 3:

Go to Settings
Search ‘certificates’
Click the expand button

Clear browsing data

Clear cookies, history, passwords, and more >

Privacy

You are in control of your privacy. We use data collected to improve Microsoft products and features. Change these settings here or
manage your data in the Microsoft privacy dashboard.

Send "Do Not Track" requests [
Allow sites to check if you have payment info saved 0
Send crash reports and data about how you use the browser [

Help improve Microsoft Edge and other Microsoft products

Send info about websites you visit to Microsoft fe]

Make searches, browsing, and other Microsoft services better

Manage certificates @
Manage HTTPS/SSL certificates and settings

Services

Microsoft Edge may use web services to improve your browsing experience. You can always choose to turn this off.

Use a web service to help resolve navigation errors Q

Address bar >

Manage search suggestions and search engine used in the address bar
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@ ® Keychain Access
EE. Click to lock the login keychain. Q
Keychains
- - = Apple Application Integration Certification Authorit
m login Corrtifivectr PP .pp - 9 ; ¥
- Intermediate certificate authority
m Local Items - | Expires: Tuesday, October 20, 2026 at 8:00:00 PM Eastern Daylight Time
[ System & This certificate is valid

[, System Roots

Name Kind Expires Keychain

o Category
A& All Items
/.. Passwords

Secure Notes Step 4:

i My Certificates

P Keys * Drag Certificate.pem into Keychain Access
| Certificates

& + M i 5 items




| NON ) acmpcaroot g1

Bovtifeate acmpcaroot g1

Pt Root certificate authority
o ,', Expires: Monday, August 20, 2029 at 11:26:20 AM Eastern Daylight Time

© This certificate is marked as trusted for this account

Use System Defaults

Never Trust

Secure Sockets Layer (SSL) Always Trust
Secure Mail (S/MIME)  Always Trust
Extensible Authentication (EAP) Always Trust

olol o] of ol o] o]

Step 5: IP Security (IPsec) Always Trust

* Double Click on Certificate Code Signing  Always Trust

* Expand ‘Trust Dropdown’ Time Stamping  Always Trust

» Select ‘Always Trust’ X.509 Basic Policy  Always Trust
V¥ Details

Subject Name
State/Province washington
Locality seattle
Organization mycompany
N izational Linit |
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For quick access, place your favorites here on the favorites bar. Import favorites now

Hello World!

Step 6:

* Reload the webpage

* (You may need to clear cache)

* Notice the lock icon (Secure TLS Connection)



