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A

Your connection is not private

m acm-pca-usecase-7-alb-

Attackers might be trying to )

2045762516.us-west-2 elb.amazonaws.com (for exan WOl mi je
edit cards). Learn more

_] Help improve Chrome secunty by sending URLs of some pages vou visit, imited syster

Step 1:

* Navigate to: https://<Your ALB DNS>

» Validation of ALB identity will fail as
the browser doesn’t have the root
certificate in its trust store
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Services ~ Resource Groups ~ *>

‘ Private CAs
Certificate manager
< Create CA Actions
rtificat CA common name Organization ou Type Status
Private CAs Test Root Test Root Deleted

acmpcasubordinateca q1 mycompany hr Subordinate Active

mycompany hr Root Active

acmpcaroot g1

Status CA certificate Revocation configuration Tags Permissions

Subject
Organization (O) mycompan
omaniz:i:n Unit (OU) hry o Step 2
State or province name washington .
Locality name  seattie e Under ACM > Private CAs
Common Name (CN) acmpcaroot g1
* Select Root CA
oA certiicate valaly * Click “Export Certificate body to a file”
Not after 2029-08-20 15:26:20UTC . .
Expiresin 3652 Days * Certificate.pem will be saved to your laptop

Additional information
Signature algorithm SHA256WITHRSA

Serial number [

Certificate body

MIIDjTCCAnWgAWIBAGIRAJD JMRrmWOV20Zib0FIWAEMWDQYIKOZ I hveNAQELBQAW
YDETMBEGA1UECAwWKd2FzaGluZ3RvbjEQMA4GAL1UEBwwEC2VhdHRSZTESMBAGALUE
CgwJIbX1jb21w¥YW55MQswCQYDVQQLDAJoC JEWMBQGA1UEAWWNYWNtcGNhem9vdCBn
MTAeFwOXOTA4MJAXNDIZM jBaFwOyOTA4AM JAXNTI2M jBaMGAXEZARBGNVBAgGMCndh
c2hpbmd0b24xEDAOBgNVBACMBINLYXRODGUXE JAQBgNVBAOMCW15Y29tcGFueTEL
MAKGA1UECwwCaHIXFjAUBGNVBAMMDWF jbXBYXJIvb3Qg2zEwggEiMAOGCSQGSIb3
DQEBAQUAA4 IBDWAWgGEKAOIBAQCAeTvgmilcVs+cJQmwimKs YkROPABX ibDEbEPY
UwdB8bNIZNtZ91nWgcV+fGOCzoE3+Uowag7AGyKhkupWpJauJZGUNvnSLYdvkwARu
1zQTyBh6KXM7bXEIkIU2ppw9JsUUNwcMTWbE i1PLd20DZ jh5p8gbCNgQWG+8khk5

& Export Certificate body to a file




Settings Q, certificate

S People

- Privacy and security

B  Autofil
Sync and Google services ,

& Appearance More settings that relate to privacy, security, and data collection

Q| Search engine Allow Chrome sign-in PY
By turning this off, you can sign in to Google sites like Gmail without signing in to Chrome

(=1 Default browser

0 On startup Send a "Do Not Track" request with your browsing traffic O

Advanced . Allow sites to check if you have payment methods saved [ ]
Preload pages for faster browsing and searching o

Extensions 4 Uses cookies to remember your preferences, even if you don't visit those pages

About Chrome Manage certificates

Manage HTTPS/SSL certificates and settings

Manage security keys
Reset security keys and create PINs

Step 3:

e @Go to Settin gs Site Settings ,
¢ i ’ Control what information websites can use and what content they can show you

* Search ‘certificates

* Click the expand button Clear browsing data .

Clear history, cookies, cache, and more



Certificates

Intended purpose:

X

\<Al>

v

Personal Other People Intermediate Certification Authorities  Trusted Root Certificatior ¢ | *

Issued To Issued By Expiratio... Friendly Name
Import... Export... Remove Advanced
Certificate intended purposes
View

Step 4:

Click on ‘Trusted Root
Certification Authorities’



Step 5:

Click on ‘Import’

Certificates X
Intended purpose: <All> v ‘
Trusted Root Certification Authorities Trusted Publishers Untrusted Publishers [+]*]
Issued To Issued By Expiratio...  Friendly Name A
l:_.i]AddTrust External ... AddTrustExternal CA... 5/30/2020  Sectigo (AddTrust)
[;Baltimore CyberTru... Baltimore CyberTrust... 5/12/2025  DigiCert Baltimor...
[:_j]Clas 3 Public Prima... Class 3 Public Primary ... 8/1/2028 VeriSign Class 3 ...
5/ Copyright (c) 1997... Copyright () 1997 Mi...  12/30/1999 Microsoft Timest...
r::]DigiCert Assured ID... DigiCert Assured IDR... 11/9/2031  DigiCert
L_.]Dig'Cert Global Roo... DigiCert Global Root CA  11/9/2031  DigiCert
[4DigiCert High Assur... DigiCert High Assuran... 11/9/2031  DigiCert
LT.]ECZAMAZ-VBM‘IQRE EC2AMAZ-V3M4QRE 11/11/2022 EC2AMAZ-V3M4...
L GlobalSign GlobalSign 12/15/2021 Google Trust Ser... ¥
&‘ Export... Remove Advanced
Certificate intended purposes

View




£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Eﬁ:t—-] [ Cancel

Step 6:
* Click ‘Next’



—_

2* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (\PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.55T)

Next

Cancel

Step 7:

Click on ‘Browse’



€ Open X
€« v 4 Wl > ThisPC > Desktop v O Search Desktop )
Organize ¥ New folder B~ [ o

3 Certificate.pem £ Install Amazon WorkDocs [ 7 template-app-dev.yaml

A Quick access " template-ca-admin.yaml

[ Desktop
4 Downloads
%] Documents
& Pictures

% % %N

8 This PC
[l Desktop

%] Documents

& Downloads Step 8:

d Music * Select the Certificate.pem file that

ff’r:‘: was saved to your laptop

= UserProfile (09 * |If you can’t see the file, make sure
= UserProfile (D) you filter by ‘All Files (*.*) when

& Network searching

File name: | Certificate.pem “’l IA" Files (*.%) v‘

|Open|‘Cancel‘




& &» Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities Browse...

[Net | Cancel

Step 9:
* Click ‘Next’



€ &¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imparted after you dick Finish.

You have spedified the following settings:

Certificate Store Selected by User I3E& a1

Content Certificate

Finish

Step 10:
* Click ‘Finish’

Cancel



Security Warning

You are about to install a certificate from a certification authority (CA)

. claiming to represent:

acmpcaroot g1

Windows cannot validate that the certificate is actually from
“acmpcaroot g1". You should confirm its origin by contacting
“acmpcaroot g1". The following number will assist you in this process:

Thumbprint (shal): 3865118A F7149806 01CC5BA3 302D71AF 3B8BB8C4

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Yes No

Step 11:
* Click ‘Yes’




Certificate Import Wizard X

o The import was successful.

oK

Step 12:

* Click ‘OK’

* You have now imported the certificate
successfully



@ Hello World! x +

<« CcC 0 @ acm-pca-usecase-6-alb- .us-west-2.elb.amazonaws.com ) * Incognito e :

Hello World!

Step 13:

* Reload the webpage

* (You may need to clear cache)

* Notice the lock icon (Secure TLS Connection)




