AWS Find Missing Persons by Scanning Social Media with

Amazon Rekognition Workshop

In this workshop, we’ll build a solution that automatically launches and configures Amazon

Rekognition, Amazon Kinesis Firehose, Amazon Simple Storage Service(S3), AWS Lambda,

Amazon DynamoDB, Amazon Simple Notification Service (SNS), & Amazon Elastic Cloud

Compute (EC2) to collect, store, process, and analyze data to search for missing persons on

social media data streams. The diagram below presents the Find Missing Persons by Scanning
Social Media with Amazon Rekognition architecture you can deploy in minutes using this guide

and accompanying AWS CloudFormation template.
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1. This solution uses python code on an EC2 instance to listen to Twitter feed to capture

images from that feed.

2. The EC2 instance pushes image metadata jn JSON form to S3 via an Amazon Kinesis

{ Deleted: the data

Firehose.
3. A Lambda function js invoked based on PUT operation to the initial S3 bucket that

. { Deleted: fires

launches Rekognition API to analyze the photo and store the data in a result S3 bucket &

DynamoDB

4. A second Lambda function fires based on PUT operation to the result S3 bucket this fires

a SN'S message to monitoring users

5. Ifyou choose to persist raw data, AWS Lambda decodes the data and puts it into Amazon

Kinesis Firehose which delivers it to Amazon S3.

What you'll accomplish:



Deploy Find Missing Persons by Scanning Social Media with Amazon Rekognition
using AWS CloudFormation. The CloudFormation template will automatically launch and
configure the components necessary to consume and analyze streaming data.

Automatically analyze streaming data in an Amazon Kinesis Analytics application. You
can customize the Amazon Kinesis Analytics application that is included with the solution.

What you'll need before starting:

1. An AWS account: You will need an AWS account to begin provisioning
resources. Sign up for AWS.

2. Twitter Developer account and create a Twitter application with keys and
tokens https://apps.twitter.com

3. Create SSH Key pair unless you already have one you can use for this workshop

Skill level: This solution is intended for IT infrastructure professionals who have practical
experience with streaming data and architecting on the AWS Cloud.

What We'll Cover

The procedure for deploying this architecture on AWS consists of the following steps. For
detailed instructions, follow the links for each step.

Step 1. Pre-Workshop Setup Steps

1. Setup your Twitter Application (Required step)
a. Goto https://apps.twitter.com

W Twitter Application Man X |+
&« O |a twitter.com

W Application Management fave
e e e N e e e e e e S ]

Twitter Apps

Please sign in with your Twitter Account to create and maintain Twitter Apps.

About Tems Privacy Cookies ©2017 Twitter, Inc.




b. Login if you have an account, otherwise sign up for a new account. Note you will need

your mobile number included in your account profile to build Twitter apps.

- a X
Stack Detail X W Login on Twitter X |+
€ O @ Twitter, Inc. (US) https://twitter.c ¢ Q search w B ¥ A s B =
[8) Most Visited ¥ Thank you for downlo... @ Getting Started 30 Security Bulletins G About Us | Google (9 AWS Support Dashbo... >

L 4 Lanquage: English ~
Log in to Twitter
Phone, email or username

——

Password

@ Remember me - Forgot password?

New to Twitter? Sign up now »

Already using Twitter via text message? Activate your account »

c. Select Create New App

W Twitter Application Man X+

& S5 O ‘E, apps twitter.com

W Application Management

Twitter Apps
You don't currently have any Twitter Apps.

S C—

About Terms Privacy Cookies ©2017 Twitter, Inc.

d. Provide a unique name such as FindMissingPersonsRekognitions & add your initials etc



W Create an application |1 X W Twitter / Settings | B Newtab B3
& > O | A copstwittencom/appne
W Application Management a- -

Create an application

Application Details
Name -
P—— ——

Description *
Relnvent2017-Rekognition-workshop

Website *

hitps/imy-rekimage website com

Callback URL

Developer Agreement

1 Yes, | have read and agree to the Twitier Developer Agreement.

|

Create your Twitter appication

e. Next you’ll get the details from your new app. Key data points to collect are consumer
key/api highlighted by the red arrow below.

W Rekimage-workshop | T X | W Twitter / Settings | & Newtab ‘ + x
& > O | & eppswittercomyapp/14374982/show *| =
Rekimage-workshop Test OAun

Detalls | Setings  Keys and Access Tokens  Permissions

Relnvent2017.Rekognition-workshop

hitps:/imy.-rekimage website. com

Organization

Organization None

Organization website  None

e to suthenticste

=

Callback URL Locked  No
Signin vith Twitter ves
App-only authentication  hitps/api witer com/oauth2noken

Application Actions

Delete Appiication

f.  Click on the Key & Access tokens tab



W Rekimage-workshop | T X M Twitter / Settings | & Newtab |+ - o X

&« - 0O ‘ & appstwitter.com/app/14374982/ke Y =
W Application Management s- -
Rekimage-workshop TestOAuh

Defais  Setings  Keys and Access Tokens | Pemmissions

Application Settings

ConsumerKey (APIKey) H8DW |

Consumer Secret (API Secret)  LYVB(

Access Level Read and write (modify app permissions)
Owner s ]
ownerd W]

Application Actions

Regenerate Consumer Key and Secret  Change App Pemissions

Your Access Token

Token Actions

_—— C——

To generate tokens — click on the create my access token then capture the details such
as shown in the screen below



W Rekimage-workshop | T X | Twitter / Settings | & Newtab ‘ 4 = m
<« O |a twitter.com *| = Z &

W Application Management

Refresh

Rekimage-workshop Test Oautn

Detsis  Sefings | Keys and Access Tokens | Pemissions
Application Settings

e

Consumer Secret (API Secret)  LYvBxq] l

Access Level Read and wite (modiy app permissions)

o =]
Oumer 1D P

Application Actions

Regenerate Consumer Key and Secret  Change App Permissions.

Your Access Token

Access Token T I |
L —
st e

Ovmer el ]
n P e—

h. Capture your APl Key & Secret and Access Token and Secret for later use in Notepad or
text editor

Create a new EC2 Key Pair - For this workshop, you will need to create an EC2 instance using an
SSH keypair. If you already have a SSH key pair in Ireland region Please skip this section and
go onto the next. The following steps outline creating a unique SSH keypair for you to use in this
workshop.

a. Signinto the AWS Management Console and open the Amazon EC2 console at

https://console.aws.amazon.com/ec2.
b. Inthe upper-right corner of the AWS Management Console, confirm you are in the
desired AWS region (e.g., Ireland).
c. Click or type EC2 on search line then click on EC2 service from the menu,,

Click on Key Pairs in the NETWORK & SECURITY section near the bottom of the leftmost
menu. This will display a page to manage your SSH key pairs.

Deleted:

Deleted: .




AWS v  Services v Training Example ~ . California v Support +

EC2 Dashboard Resources ¢ Account Attributes
Events 4
Teos You are using the following Amazon EC2 resources in the US West (N. California) region: Supported Platforms
Reports 0 Running Instances 0 Elastic IPs vee
Limits 0 Volumes 0 Snapshots Default VPG
0 Key Pairs 0 Load Balancers VpC-7d886¢18
=) A 0 Placement Groups 1 Security Groups
Instances Additional Information
Spot Requests Create Instance

Getting Started Guide
To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2  Documentation

Reserved Instances

=) IMAGES instance. All EG2 Resources
s Launch Instance Forums
Bundle Tasks pricing
=F Note: Your instances wil launch in the US West N. California)region Contact Us
Volumes .
Snapshots Service Health ¢ Scheduled Events ' AWS Marketplace
=] NETWORK & SECURITY Service Status: US West (N. California): Find free software trial
No events products in the AWS
Security Groups o UTS""’SV::‘;I':E‘:‘;Z’:LQ romaly Marketplace from the EC2
Elastic IPs Launch Wizard,
Placement Groups Availability Zone Status: Or try these popular AMs:
Load Balancers us-west-1b: Vyatta Virtual
Key Pairs Availability zone is operating normally Router/Firewall VPN
Network Interfaces o swest-1c: Provided by Vyatta, Inc.
~ Availability zone is operating normally Rating -
= AU ] Pay by the hour for software and
Launch Configurations Service Health Dashboard AWS usage
Auto Scaling Groups View all Networking

Alert Logic Threat Manager for
AWS

© 2008 - 2015, Amazon Web Services, Inc. or ts affliates. Al rights reserved.  Privacy Policy  Terms of Use Feedback

To create a new SSH key pair, click the Create Key Pair button at the top of the browser
window

Wl AWS v Services v

EC2 Dashboard m Import Key Pair
) port Key S & 0

Treining Example v N. Calfornia ~  Support ~

Events
Tags Q (2] None found
Reports
Limis You do nct have any Key Pairs in this region.

=) INSTANCES Click the *Create Key Peir" button to creats your first Key Par.

Instances

Spot Requests
Reserved Instances

In the resulting pop up window, type [First Name]-[Last Name]-Rekognition into the Key
Pair Name: text box and click Create.

Create Key Pair X

Key pair name: ‘John—Doaf\mmarswonDav |

The page will download the file “[Your-Name]-Rekognition.pem” to the local drive.
Follow the browser instructions to save the file to the default download location.
Remember the full path to the file .pem file you just downloaded. You will use the Key
Pair you just created to manage your EC2 instances for the rest of the lab



Step 2 Launch the Stack

This automated AWS CloudFormation template deploys Find Missing Persons by Scanning
Social Media with Amazon Rekognition on the AWS Cloud. Please make sure that you’ve
configured IAM roles before launching the template.

Note

You are responsible for the cost of the AWS services used while running this solution. We are
providing $25 AWS credit which should more than cover those cost during the workshop.

1. Log in to the AWS Management Console and click the button below to launch the
rekognition-workshop AWS CloudFormation template.

Launch
Solution

You can also download the template as a starting point for your own implementation.

2. Be sure to launch the template in the EU (Ireland) Region (eu-west-1).
3. On the Select Template page, verify that you selected the correct template and choose
Next.



Create A New Stack X+

@ CloudFormation v

Create stack

Select Template
Specify Details
Options

Review

® @  httpsi/eu-west-.console.a

[8) Most Visited B Thank you for downlo... @ Getting Started
Stacks > Create Stack

Design a template

Choose a template

amazon.com/cloud

Select Template

Q Search we O3 A RS S

5) Security Bulletins G About Us | Google () AWS Support Dashbo... 3/ Latest Bulletins

Select the template that describes the stack that you want to create. A stack is a group of related resources that you
manage as a single unit

Use AWS CloudFormation Designer to create or modify an existing template. Learn more:

Design template

A template is a JSON/YAML-formatted text file that describes your stack's resources and

their properties. Learn more

O select a sample template

O Upload a template to Amazon S3

Browse...

No file selected

® Specify an Amazon S3 template URL

hitps//s3-eu-west-1 amazonaws. com/aws | View/Edit template in Designer _

v
>

On the Specify Details page, assign a name to your Find Missing Persons by Scanning
Social Media with Amazon Rekognition solution stack. This stack name should be all
lower case characters & numbers and be short since we use it for bucket names etc.
Under Parameters, review the parameters for the template, and modify them as
necessary. This solution uses the following default values.

C——

Parameter Default Description
StackName twtrrekog Name of the Stack to launch
) <Requires |[Email address to use during workshop so you can
EmailAddress . N . . R .
input receive emails notifications.
\InstanceType\ T2.Micro Select your instance type. Recommend T2.Micro { Comment [Officel]: What about ReferencePhotoFilename ]
. SSH key for Ireland region to use during the
<Requires . . :
KeyName input> workshop. Without this key you will not be able to
connect to your instance.
SSHLocation 0.0.0.0s0 |ThelIP address range that can be used to SSH to
the EC2 instances
. <Requires Twitter Consumer Key, as generated by
TwitterConsumerKey . N .
input dev.twitter.com. Part of the pre setup steps



. <Requires Twitter Consumer Secret, as generated by
TwitterConsumerSecret

input> dev.twitter.com Part of the pre setup steps
<Requires 1
TwitterToken <Requir Tw1tter_ Access Token, as generated by
input> dev.twitter.com. Part of the pre setup steps
. <Requires Twitter Access Token Secret, as generated by
TwitterTokenSecret

input> dev.twitter.com Part of the pre setup steps

It should look something like the picture below

< F IAMMan.. | (g S3Mana.. | i@ S3Mana.. | i Athena (# Athena © Alookat.. W AWS-Ser. @ FileiGlue.. Creat.. X | > + ¥ = X
@@ httpsy//e e amazon.com/clouc ion/homezreg  (80% | € Q Search wB 93 A S B =
B Most Visted B3 Thank you for downlo... @ o < [c) B ot

@ CloudFormation v  Stacks > Create Stack

Select Tempiate Specify Details
Specity Details
Options Specify a stack name and parameter vakues. You can use or change the default parameter values, which are defined i the AWS CloudFormation template. Learn more
Review
Stack name | twirekog-ang
Parameters
EmailAddress | example@emailcon e a stications wil
InstanceType | © <]
Keylame | ¢
SSHLocation
TwitterConsumerkey
o r
S SV P ——————] N,
nozaz r
/s ! cancer | prevous | I v

6. Verify that you modified the correct parameters for your chosen destination.
7. Choose Next.
8. On the Options page, choose Next.



Create A New Stack

[8) Most Visited

Select Template

Specify Detais
Options

Review

Q@ Engiish (US)

Thank you for downlo... @ Getting Started

@ CloudFormation v  Stacks > Create Stack

You can set additional options for your stack, lie notification options and a stack policy. Learn more.

X W Rekimage-workshop | Twi.. X | +

s.amazon.com/clou % € QSea

wBE 9 3 A RS ®

Security Bulletins G About Us | Google (3 AWS Support Dashbo. Latest Bulletins

Options

Tags
You can specify tags (key-value pairs) for resources in your stack. You can add up to S0 unique key-value pairs for each stack. Learn more.

Key (12 Value 2

1| Name FindMissingPerson:

elnventReko

Permissions

You can choose an IAM role that CloudFormation uses to create, modify, or elete resources in the stack.If you don't choose a role, CloudFormation uses the
permissions defined in your account. Learn more.

IAMRole | Choose a role (op!

Enter role am

» Advanced

9. On the Review page, review and confirm the settings. Be sure to check the box

acknowledging that the template will create AWS Identity and Access Management
(IAM) resources.



Create A New Stack X W Rekimage-workshop | Twi.. X | +

@ @ https://eu-west-1.console.aws.amazon.com/clou s0% G Q Search wB 9 3 A 98

[8) Most Visited B Thank you for downlo... @ Getting Started &

Security Bulletins G About Us | Google (3 AWS Support Dashbo... [3) Latest Bulletins

10. Choose Create to deploy the stack.

You can view the status of the stack in the AWS CloudFormation console in the Status
column. You should see a status of CREATE_COMPLETE in roughly five (5) minutes.

Step 3. Validate and Start the Application

Once the stack is created, complete the following steps.

1. Navigate to the stack Outputs tab.

2. Note the name of the EC2 Instance and capture the Public IP address

3. Open SSH connection to your instance (if using windows you’ll need putty & puttygen to
connect)

4. Goto /home/ec2-user/rekognition-workshop directory

5.

Run “aws configure” to populate aws credentials on to the EC2 instance.

Deleted: Make sure to put a note in the instructions to
use “eu-west-1" as the region

{ Formatted: Indent: Left: 0.5", No bullets or numbering
Description ||< . { Formatted Table

” Parameter H Default H




AWS Access Key T Access key to IAM user, retrieved from the

ID IAM Console
AWS Secret Kok ko g £ g [SSCTet Access ey to IAM user, retrieved
Access Key from the IAM Console
Default region ct-west_1 Rei .
name egion setting
Default output fable .
Format Format of output results in the AWS CLI
- { Formatted: Indent: Left: 0.5", No bullets or numbering
[ec2-user@ip-172-31-2-51 rekognition-workshop]$ aws configure
AWS Access Key ID [¥¥¥¥¥kskkskkxx*xxA57A]:
AWS Secret Access Key [¥¥¥¥¥idkdxikkxx*xg8fyG]:
Default region name [eu-west-1]:
Default output format [table]: { Deleted: None

6. \Run the python source code to start streaming twitter data. Monitor the KFH delivery stream to

see feeds stored in destination bucket.\ { Comment [Office2]: | recommend adding more context

[ec2-user@ip-172-31-2-51 rekognition-workshop]$ python twitter_streaming.py

{ Deleted: .

{ Formatted: Indent: Left: 0.5", No bullets or numbering

Step 4. Start Twitter Streaming Data

Now that you have all the infrastructure set up and verified let’s start the Twitter feed and run the
application to search for missing persons.

1. First step
2. Second Step
3.

Step 5. Clean up

Once complete with the workshop to clean up the environment goto Cloudformation and delete the
rekognition-workshop stack by placing a check mark by it and selecting the delete action. This will
remove the resources created in the workshop.



